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Executive Summary 
This report details the results of a comprehensive penetration test conducted on the network 

infrastructure and web application of D0H! Company during the week of May 10 to May 13. The 

assessment identifies any potential vulnerabilities that could be exploited by an attacker to gain 

unauthorized access, execute malicious code or compromise sensitive data. 

The testing was conducted by an experienced security professional using a combination of manual and 

automated techniques. The scope of assessment was carried out from both an external and internal 

perspective to evaluate the security posture of the system from all angles. 

The results of the assessment identified several vulnerabilities in the system with which ones to be 

remediated first: 

Vulnerability Severity 

1. Including weak passwords and absence of 
Multi-Factor Authentication 

High 

2. Inadequate access controls to sensitive 
files and binaries in the webserver and 
outdated software that serves the 
website 

High 

3. Publicly disclosed username and email, 
admin name and email posted on the 
website 

Low 

 

These vulnerabilities could potentially allow an attacker to gain unauthorized access to the system, 

execute malicious code, and compromise sensitive data. 

In addition to identifying vulnerabilities, the assessment also revealed several areas for improvement in 

the security posture of the system. These include enhancing the security awareness of admin and users, 

implementing strong password policies and use of multi-factor authentication, updating software and 

applying security patches promptly, implementing appropriate access controls, and improving file 

storage practices. 

Overall, this assessment has provided valuable insights into the security posture of the D0H! Company's 

system and identified several areas for improvement. By implementing the recommended measures, 

the company can significantly enhance its security posture and reduce the risk of potential cyber 

attacks, safeguarding its valuable assets and maintaining the trust of its customers. 
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Methodology 

Port and Service Enumeration 

 

During the penetration testing process, several open ports were identified on the target system. These open ports 
and their associated services are as follows: Port 22 for the Secure Shell (SSH) service, Port 80 for the Hypertext 
Transfer Protocol (HTTP) service, Port 111 for the Remote Procedure Call (RPC) service, Port 139 for the Server 
Message Block (SMB) service over NetBIOS, Port 445 for the SMB service over TCP, and Port 49455 for an additional 
RPC service. It is essential to evaluate the security configurations and potential vulnerabilities associated with these 
open ports and services to ensure the target system's overall security posture is maintained. 

Let's do another NMAP scan again but this time, a UDP type: 
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A discovery has been made. In total, there are seven ports, which encompass UDP, UDP6, and TCP6. Nevertheless, 
our primary focus should be on the TCP port associated with the RPC service. 

Port 80: Visiting the Website 

 

A comprehensive examination of the website's content was performed to identify potential keywords and sensitive 

information. To achieve this, the 'cewl' tool was employed with the following command: cewl 

http://10.201.10.240. This analysis aims to uncover potential weak points in the target system's security and 

provide valuable insights for further testing. 

Website Directory Enumeration 

Interesting output from using dirb with its default wordlist: 

• /admin 

• /images 

Interesting output from using dirbuster with the rockyou.txt wordlist: 
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Interesting output from user Burpsuite’s Sitemap: 

 

Navigating to the admin page that shows a login panel: 

 

Checking the content of 10.201.10.240/images/V_note.txt file: 
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Two user accounts were identified: 'root' and 'T0ny'. Additionally, two associated email addresses were 
discovered: 'root@localhost' and 'Tony@localhost'. The presence of these email addresses in publicly accessible 
information increases the risk of phishing attacks targeting these users. To reduce the attack surface, it is 
recommended that such information be removed from public disclosure. 

At the current stage of the assessment, no passwords have been found. However, for further testing, the 'hydra' 
and ‘Burpsuite’ tool can be utilized to perform brute force attacks to uncover potential weak or default passwords 
associated with the discovered user accounts. 

Bruteforcing a password for either user 'root' or 'T0ny' 

Checking what the output would be when passed a wrong credential: 

 

- It outputs the string "Login Failed". 

• Password Bruteforcing using Burpsuite: 

Position setup: 
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A targeted password attack was performed using two parameters: 'username' and 'pass'. The chosen attack type 
was 'Cluster Bomb', ensuring that each entry in the username parameter would be tested against every password 
in the password list. Utilizing the 'john.lst' wordlist, a valid credential for the login page was identified: 'T0ny:test'. 
It is recommended that security measures, such as implementing stronger password policies, be reviewed and 
reinforced to mitigate the risk of unauthorized access. 

  

Trying it on the login page: 
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While examining the website directory /admin/, a file named 'D0H!' was discovered. This file appears to 
contain data encoded in Base64 format. To further analyze the contents and uncover potential vulnerabilities 
or sensitive information, it is recommended to decode the Base64-encoded data.

 

Equivalent to some number: 1882B91B7F49D479CF1EC2F1ECEE30D0E5392E963A2109015B7149BF712AD1B6 

 

Password cracked: 
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Port 111: Enumerating RPCBind 

 

Detailed analysis of the RPC services running on the target server was conducted using the rpcinfo tool. The output 

revealed essential information such as RPC program numbers, version numbers, protocols, and port numbers. The 

server's status service, a simple RPC service, provides information about the server's status and the availability of 

other RPC services, typically used for monitoring and diagnostic purposes. 

The portmapper plays a crucial role in mapping RPC program numbers to the corresponding network port numbers 

on which these services are running, enabling enumeration of the target server using rpcclient. In the context of 

querying shares information, the portmapper helps the rpcclient establish a direct connection to the SMB service 

on the target server using the provided details as an example. 

Findings from the penetration testing include the discovery of an open portmapper service (port 111), which 

allows for external enumeration of the webserver. If this port were closed, attackers would be unable to 

determine that user 'T0ny' can log in to the 'V' share using rpcclient excluding the NMAP result. 

RPC, or Remote Procedure Call, enables the attacker’s machine to execute commands on the webserver remotely. 

In the context of further enumerating the target server's RPC services, rpcclient is a tool that can be used. At this 

stage, rpcclient can use the credential for user ‘T0ny’ with the password cracked from the encrypted and encoded 

string found from the website’s ‘D0H!’ file. 

• Logging in with rpcclient given the credentials `T0ny:test!` and checking server info: 
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Findings from the RPC enumeration: 

• User T0ny belong to "Ordinary Users" group 

• There is another user 'root' 
• There are two domains: D0H and Builtin 

• There are 6 shares in the system: D0H, V, Anon, print$, IPC$ and T0ny. The share 'V' is another share 
accessible to user T0ny and we can utilize: 

 
 

• Permissions about each share and the directory in the webserver they are mapped to. 

• SIDs in the system and the groupnames they are mapped to: 
▪ S-1-5-32-550: Print Operators 
▪ S-1-5-32-548: Account Operators 
▪ S-1-5-32-551: Backup Operators 
▪ S-1-5-32-549: Server Operators 
▪ S-1-5-32-544: Administrators 
▪ S-1-1-0: Everyone 

Enumerating the SMB share: 

Using Nmap: 
nmap --script smb-enum-domains.nse,smb-enum-groups.nse,smb-enum-processes.nse,smb-enum-

services.nse,smb-enum-sessions.nse,smb-enum-shares.nse,smb-enum-users.nse -p445 10.201.10.240 

Using smbclient: smbclient -L //10.201.10.240/ 

SMB Shares Findings: 

• Multiple shares were identified on the target system, including D0H, V, Anon, print$, and IPC$. It is 
important to note that this enumeration did not reveal the share associated with user T0ny. The 'V' share 
was found to be accessible to user Tony with proper authentication. All other shares, such as IPC$ and 
D0H, were determined to be readable but not writable. The remaining shares were found to be 
completely inaccessible. 
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SMB Domains: 

• Similar with the output from rpcclient, smbclient also showed that there are two domains Builtin and D0H 
in which the latter has the user T0ny.    

Initial Access 

Logging into 'V' share using the cracked password: 

 

Content of 'notes.txt': 

 

The potential SSH username 'T35t@123' was identified. However, further analysis revealed that it was not the SSH 

username, but rather T0ny's SSH password. Additionally, it was found that user 'V' had provided T0ny's SSH 

password, which was 'T35t@123'. In the event that the private key given here is deprecated and does not work (as 

explained in the referenced Stack Overflow article regarding "no mutual signature supported" issues), this SSH 

password can be utilized for access. It is recommended that proper security measures, such as secure key 

management and strong password policies, be reviewed and implemented to prevent unauthorized access. 

Logging into user T0ny's SSH session:
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Post-Exploitaiton Phase 

Exploring user T0ny's directory using the SSH access: 

 

- Found a password: vagrant@123 

Checking the users in the system by reading /etc/passwd: 

• root 

• vagrant 

• T0ny 

Using linpeas.sh to get useful Privilege Escalation Attack Surfaces: 

Useful Files inside others home directory: 

 

Directories/files writable to me OR everyone: 
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SU/GID bit enabled binaries: 

 

SSH keys found which was discovered to be deprecated: 

 

Useful software: 

 

Sudo version: 
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OS Version: 

 

Privilege Escalation Attack Surface(s) for user "Vagrant": 

• Utilizing credential found for user `Vagrant:vagrant@123` 

 

Applying Privilege Escalation vector using GTFObins with 
'mount' binary: 

Command:  

sudo mount -o bind <source> <target> 

sudo mount -o bind /bin/sh /bin/mount 

sudo mount 
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Applying dirtyCOW exploit as well for Privilege Escalation: 

Reference: https://www.exploit-db.com/exploits/40616 

 

 

Compilation: 

 

Execution: 

 

The DirtyCOW exploit was employed to target the /etc/passwd file. By concurrently running one malicious process 
that continuously calls madvise() to remove the private mapping of read-only file /etc/passwd and another process 
attempting to write to the private mapping, the exploit ultimately modified the original /etc/passwd file. As a 
result, the /etc/passwd file has a window of opportunity to become writable, and the password for the 'root' user 
was replaced with "password". This led to the creation of a new set of credentials: 'firefart:password'. It is crucial 
to address the underlying vulnerability associated with the DirtyCOW exploit and implement appropriate security 
measures to safeguard the system from potential unauthorized access and manipulation. 

This vulnerability stems from the NON-atomic kernel functions used during the Copy-On-Write mechanism such 
that when two sub-operations in the mechanism overlap, writing on a read-only file becomes possible. Patching of 
the OS is the most reliable solution for this exploit. 

Checking the `/etc/passwd` after: 
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• User 'root' got replaced with the user 'firefart'. 

Logging in with user 'firefart': 

 

It was observed that the exploit primarily altered the username and password of the 'root' user while leaving the 
uid, gid, and groups unchanged. This means that the exploit effectively replaced the 'root' user's authentication 
credentials with a new username and password, without affecting other user attributes. 

◇ Reverting /etc/passwd back to original to try other LPE exploits: 
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Recommendations 

 
Due to the impact to the overall organization as uncovered by this penetration test, appropriate resources should 

be allocated to ensure that remediation efforts are accomplished in a timely manner. While a comprehensive list 

of items that should be implemented is beyond the scope of this engagement, some high-level items are important 

to mention. CjSec recommends the following: 

 

o Implement routine vulnerability assessments to enhance the organization's understanding of potential 

susceptibilities within the website and web server, thereby reducing the risk of web application attacks. 
o Establish robust password policies for users, ensuring the implementation of complex and secure 

credentials alongside the use of multi-factor authentication, which subsequently minimizes the likelihood of 

unauthorized access and strengthens overall system security. 

o Instruct users to refrain from employing passwords associated with previous data breaches, such as those 

found on the Seclists GitHub repository, to mitigate the risk of unauthorized access and bolster the overall 

security of confidential data and systems. 

o Implement a comprehensive patch management program, addressing vulnerabilities within services, in 

order to maintain up-to-date software, fortify the organization's security posture against potential threats 

and closing ports that potentially allows attackers to gather information about the server publicly. 

o Establish appropriate access control measures, ensuring that users are granted only the necessary privileges 

to system binaries, thereby minimizing the potential for exploitation in the event an attacker gains a 

foothold within the network. 

o Ensure that network connections that the webserver are legitimate ones. If the network connections the 

webserver makes is monitored, it can be configured to block network connections used for reverse shell 

connections or webshell. 

o Ensure that no user publicly discloses sensitive information such as usernames, password and emails to 

reduce the attack surface of the company. 
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Vulnerability Details and Mitigation 
Risk Rating Scale 

In accordance with NIST SP 800-30, exploited vulnerabilities are ranked based upon likelihood and 

impact to determine overall risk. 

Default or Weak Credentials 

Rating: High 

Description: 

During the security assessment, it was discovered that the ‘T0ny’ user website account employed a password that 

was present in the john.lst file, a well-known compilation of leaked passwords from a password cracking tool, John 

The Ripper yet the password was cracked using Burpsuite. Also, it was found that user T0ny’s password for the 

server’s SMB service is a derivation of its website password. 

 

 

Impact: 

Given the discovery that the ‘T0ny’ use a password for his website account found in the john.lst file, a known 

collection of compromised passwords, the vulnerability exposes the system to a heightened risk of unauthorized 

access to T0ny’s information. In this case, threat actors could find an encrypted and encoded version of user T0ny’s 

password for the webserver’s SMB service. Also, T0ny’s password for his SMB service is a reused password with a 

little derivation from his previous one. This situation may enable attackers to exploit the weak password for T0ny’s 

SMB access and takeover ‘T0ny’s account to gather more information on the SMB service. T0ny’s access to ‘V’s 

drive led attackers to T0ny’s SSH credentials, subsequently allowing them to perform Initial Access. As a result, 

they could potentially gain foothold on the system, compromise sensitive data, and cause substantial harm to the 

organization's security and operations. 

 

 

Remediation: 

To remediate the identified vulnerability related to the ‘T0ny’s website account's weak password, it is essential to 

implement a complex and secure password that has not been associated with any known data breaches. One 

effective approach to achieve this is by using password managers, which can generate and store unique, strong 

passwords on the user's behalf. By employing a password manager-generated credential and Two-Factor 

Authentication, the risk of unauthorized access and potential Initial Access can be significantly mitigated, thereby 

enhancing the overall security of the system and protecting the organization's sensitive data and operations apply 

the concept of Defense-In-Depth. Also, deter users from posting sensitive information about their credentials in 

the website despite the information being encrypted and encoded. Despite the obfuscation, attackers use these 

information as a lead and will eventually be cracked. Not posting this kind of information for each user’s account is 

a great option to thwart attackers from gaining foothold on the webserver. 
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Inappropriate Access Control to System Binaries and Sensitive files 

 

Rating: High 

Description: 

A binary ‘mount’ was found and can be executed with root privileges as a sudoer for a low privileged user ‘vagrant’ 

used by the webserver that is currently accessible by the user ‘T0ny’ after the fact that user ‘vagrant’s password is 

in ‘T0ny’s directory. 

 

 

Impact: 

In the event of a compromise of user ‘T0ny’, attackers could leverage the password found on T0ny’s directory for 

user ‘vagrant’ and to use this user's access to the ‘mount’ binary, potentially leading to privilege escalation, 

unauthorized full control of the system, and the compromise of sensitive data and resources. As a result, it is 

essential to review and restrict access to such binaries to maintain a secure environment and protect the integrity 

of the website and its underlying infrastructure. 

 

 

 

Remediation: 

It is crucial to guarantee that low privileged users do not have access to any binaries on the webserver that possess 

root privileges as a sudoer. Allowing unrestricted access to such binaries presents a significant security risk, as it 

may facilitate unauthorized actions and potential privilege escalation by threat actors. To mitigate this 

vulnerability, thoroughly review the access permissions for low privileged users and remove access to any 

unnecessary binaries with root privileges as a sudoer. By implementing these restrictions, the overall security 

posture of the webserver can be strengthened, reducing the likelihood of unauthorized activities and safeguarding 

sensitive data and system resources. 
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Publicly Disclosed Information 

 

Rating: Low 

Description: 

The root and user ‘T0ny’s email and username is available on the webserver publicly disclosed on the website. 

 

 

Impact: 

The disclosure of the root and user ‘T0ny’ username and email on the webserver presents a security risk, as it 

provides threat actors with valuable information about who to target. By identifying the root and user ‘Tony’s, 

username and email, attackers can have a lead about how to extract the credentials of either of these users to 

acquire Initial Access. This information could enable targeted attacks such as phishing the root and ‘T0ny’ user, 

increase the likelihood of successful exploits, and ultimately compromise the integrity of the website and its 

associated data. 

 

 

 

Remediation: 

To mitigate the risks associated with the disclosure of the root and T0ny’s username and email, it is crucial to 

implement several security measures. These include removing sensitive information from publicly accessible areas 

of the webserver, implementing access controls and encryption and encoding to protect sensitive data, and 

regularly reviewing and updating user access privileges, credentials and information they posted that is publicly 

accessible including admin users. Additionally, security awareness training should be provided to administrators 

and staff to promote adherence to security best practices, and multi-factor authentication (MFA) should be 

implemented for every account. This will give every user an option for a much secure access to their accounts. 

Monitoring access logs and system activities can help detect unauthorized access or suspicious behavior related to 

the admin account, and maintaining a comprehensive incident response plan can effectively address potential 

security breaches involving root credentials and other sensitive data. 
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Glossary/Appendix 
1. NMAP: Network Mapper (NMAP) is a powerful open-source tool used for network discovery and security auditing. It can scan 

large networks and single hosts to determine what hosts are available and what services they are offering. 

2. dirb: dirb is a web content scanner tool. It works by launching a dictionary-based attack against a web server and analyzing 

the response. 

3. dirbuster: DirBuster is a multi-threaded java application designed to brute force directories and files names on 

web/application servers. It's a tool from the OWASP (Open Web Application Security Project) suite. 

4. BurpSuite: Burp Suite is a popular platform used for performing security testing of web applications. It has various tools that 

work together to support the entire testing process, from initial mapping and analysis of an application's attack surface to 

finding and exploiting security vulnerabilities. 

5. Hydra: Hydra is a parallelized login cracker which supports numerous protocols to attack. It's a popular tool for performing 

brute force attacks on login credentials. 

6. SSH: Secure Shell (SSH) is a cryptographic network protocol for operating network services securely over an unsecured 

network. Typical applications include remote command-line, login, and remote command execution. 

7. smbclient: smbclient is a command-line tool that is part of the Samba suite. It provides an FTP-like interface on the command 

line to access a shared resource on a server, allowing a user to transfer files and execute commands. 

8. rpcclient: rpcclient is a utility initially developed to test MS-RPC functionality in Samba itself. It can be used to execute a 

variety of tasks on a server, such as listing the shares, managing user accounts, and more. 

9. gcc: The GNU Compiler Collection (gcc) is a compiler system produced by the GNU Project supporting various programming 

languages. It's a key component of the GNU toolchain and is widely used for developing both open source and proprietary 

software. 

Vocabularies: 

1. Vulnerability Assessment: The process of identifying potential vulnerabilities in a system or application by evaluating its 

security posture. 

2. Obfuscation: The practice of obscuring or disguising software details to prevent attackers from identifying vulnerabilities. 

3. Encryption: The process of converting data into a coded format to protect it from unauthorized access. 

4. Two/Multi-Factor Authentication (2/MFA): A security measure that requires users to provide two forms of authentication, 

typically a password and a token or biometric factor, to access a system or application. 

5. Brute Force Attack: A type of attack that attempts to guess a password or encryption key by systematically trying different 

combinations until the correct one is found. 

6. Reverse Shell: A technique used by attackers to gain remote access to a system by creating a shell on the victim's computer 

and connecting to it from another system. 

7. Privilege Escalation: The process of obtaining elevated privileges or permissions on a system or application to gain 

unauthorized access or perform malicious activities. 

8. Port Scanning: The process of identifying open ports on a system or network to identify potential vulnerabilities. 

9. Directory Enumeration: The process of identifying and listing the directories and files on a web server to identify potential 

vulnerabilities. 

10. Remote Code Execution (RCE): A type of attack that allows an attacker to execute malicious code on a victim's system or 

application. 

11. Patch Management: The process of regularly applying software updates and security patches to fix vulnerabilities in a 

system or application. 

12. A kernel exploit is a type of security breach that takes advantage of vulnerabilities in the operating system's kernel, the 

core part of an OS responsible for managing system resources. Such exploits allow an attacker to gain unauthorized access 

or privileges by causing the kernel to perform actions or grant permissions it normally wouldn't. This could potentially lead 

to a full system compromise as the kernel has the highest level of system privileges. 


	Port and Service Enumeration
	Let's do another NMAP scan again but this time, a UDP type:
	A comprehensive examination of the website's content was performed to identify potential keywords and sensitive information. To achieve this, the 'cewl' tool was employed with the following command: cewl http://10.201.10.240. This analysis aims to unc...
	Website Directory Enumeration
	Enumerating the SMB share:
	Using Nmap:
	Using smbclient: smbclient -L //10.201.10.240/

	Exploring user T0ny's directory using the SSH access:
	Applying dirtyCOW exploit as well for Privilege Escalation:



